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PIEE XIS Z#EIRSS ( Object Storage Service , EFROSS ) , RBERXIMEMATEE , &2, BE ., &
IEN=FEIRS. BRYULUBISASRYREAEERAORESTED |, f£(H@ita. (Haths, (HMUEEMIgS
T HEFITEHEIR. EF0SS , BRYLUEEEEMSERSZEML, ME., NPAMSUEIESHSETK

HUEETRAIARSS

ETREMEERXEREORT , B0 T T OSSTmikiA. FERIFIKET=.

B

AXHHIMAT—EARIEESEOSS EXMHE

XTFService{E

API

GetService

KT BucketBJ(E

API

Put Bucket

Put Bucket ACL

Put Bucket Logging
Put Bucket Website
Put Bucket Referer
Put Bucket Lifecycle
Get Bucket Acl

Get Bucket Location
Get Bucket Logging
Get Bucket Website

Get Bucket Referer

ik
BEIZK A TR Bucket

R

BlEEBucket

R EBucketif|afpR
FigBucketAE

REBucket HERSMUEERT

R EBucketfIBH A HENN

R EBucketObjectfy4AsFEHAINY
FREBucketis| AR
$R15BucketFI AR MUEER
BEBucketlinR HERE BN
BEBuckethIERSMUGTEERTS
BEBucketAIBH A FERIN
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Get Bucket Lifecycle
Delete Bucket

Delete Bucket Logging
Delete Bucket Website
Delete Bucket Lifecycle
Get Bucket(List Object)
Get Bucket Info

J%FObjectiVi{E

API

Put Object
Copy Object
Get Object
Delete Object
Delete Multiple Objects
Head Object
Post Object
Append Object
Put Object ACL
Get Object ACL
Callback

J%FMultipart Uploadfi24{E

API

Initiate Multipart Uploade
Upload Part

Upload Part Copy
Complete Multipart Upload
Abort Multipart Upload

List Multipart Uploads

List Parts

BEBuckethObjectfy4EapEERMN
H&Bucket

KiIBucketipzia) HEICRIIRE
KiFIBucketUERSMULIEERT
fHiF&BucketObjectfy4-ApEHAXLN
$x18BuckethFrE0ObjectfYEE
FRENBucket{ZR

ik

Lf&object

¥ —"objectpk B 9h—"object
$£AYObject

fIERObject

fIpRZz Object
§%{50bjectfiimetafs R
EFPost -{£0bject
fEObjectEIEBMN LIE4UE
®E&Object ACL
$XEXObject ACLIEE
LR

A

¥eatkMultipartUpload =4

DR EESF

DIREH_ &
SEREEANSHRIMultipart Upload L&
EGEMultipart UploadZ4

DHIHABEHRITHAIMultipart UploadZ4
DHHEEUpload IDFIBIAMEEX LIERTN

Part
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BB FES (CORS)

API

Put Bucket cors
Get Bucket cors
Delete Bucket cors

Option Object

al =15 ars)]

1

fef8EBucketiZE—NCORSAIFINY
SEEUEEAIBucket B RTAICORSHINY
FIAEEBUCketIIRIAICORSIIREFH B FRA N
Bieiniapreflightigsk

OSSiEidfEHAccessKeyld/ AccessKeySecret I FRINZEZAI T ARG MNEK A IXE S, AccessKeyldFl
FHmrAF | AccessKeySecret@FF AT INEE S FRIEFIOSSARIES ZFAHENER , HF
AccessKeySecret/R%E , RBEAFFIOSSHIE. AccessKey iRIEFTEKSHIREB X S

- I =M AccessKey : BN IEZMSIRAAIACcessKey B XHBENERRE=EHIRIR
- RAMIkFAccessKey : RAMIKF HFTEE =MSBINERY , FrififiYAccessKey B X E R RIRERTIE

1RIXBR

- STSIERHHRIEIE : RERKSEHRAMKSERL , AifiYAccessKeyFERRERNBIRAEHIFER IR

PRERVRERR, THINRIEL.

FBIBESE 0SS M@ ik S AL

LRAFBLN ASHEOSSKIXERE , FEETERENERIZIBOSSIEEANENENSEFRE ; REF
FAAccessKeySecretX&ZFRIERFATIIEEWUE, OSSWEIEKLAE , RiBiFAccessKeyldikFIXI AT
AccessKeySecret , LARIFEHIG ARG B FATERFNICIERS , AR E HRAYIIERSFHREAI—HERIANIZIE
KEEHH ; BN, OSSIHIELMBEIXRIER , FHREIHTTP 4034&1R.

FIFRILATEHTTPiEK1EIN Authorization fyHeaderskREB2EH ( Signature ) 52 , RIFX/NEREHIR

°

Authorization==EH+ &%

Authorization = "OSS " + AccessKeyld + ":" + Signature

Signature = base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ Content-MD5 + "\n"

+ Content-Type + "\n"
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+ Date + "\n"
+ CanonicalizedOSSHeaders
+ CanonicalizedResource))

- AccessKeySecret R EZFFEHIER

- VERBFE/RHTTP i&5kfIMethod , FEHFPUT , GET, POST , HEAD , DELETEZ:

- \n R TRE

- Content-MD5 FRNERKNBHUEIMDSE , XiEERE ( AEIELER ) iTEMDSERIS 1284
HF , Miz#Fd Tbase64miSMEEl. ZERLTHTHESZMRINE ((BENBRESRIEM
—5) . 20" eB5eJF1ptWaXm4bijSPyxw==", tBAJLAAZ. i#IE5FRFC2616 Content-MD5

- Content-Type FRRIEKABHISEE , 40" application/octet-stream” |, BEJLIAT

- Date FRILRIZ(ERIATE) , BAGMTHRE , 20" Sun, 22 Nov 2015 08:16:38 GMT”

- CanonicalizedOSSHeaders /R x-o0ss- ABIZZAYhttp headerfY==EaREHES!

- CanonicalizedResource F<FEFEEEHYOSSEIR

Hrh , DateflCanonicalizedResource RBEAZ ; ARIBEKFAIDateAFBFIOSSIRSS2SHIRTBIZ LS oA b
, OSSHRSS = FIEEIZIRSS . FHREIHTTP 4034&iR.

fgsECanonicalizedOSSHeadersti /5%

FRELA x-0ss- HIBIEEHIHTTP Header#g#rICanonicalizedOSSHeaders, BHIMESENT :
1. BFrELA x-oss- ARIERAIHTTPIERLABRFEEMAL NG . 21X-OSS-Meta-Name: TaoBao#&#ank

x-0ss-meta-name: TaoBao,

2. ANRBERZBLASTSERIBATACcessKeyldFlAccessKeySecret Ri%RT , FEEISFKEMIsecurity-
token{& , LA x-oss-security-token:security-token B2 IIAEIESZ =84,

3. B E—EREHTTPIERLRRE TR HEH T FHES.

4. MFRIERLFAAS Z B FRAFMmHIANERIZIE, Wx-oss-meta-name: TaoBaok&#fY, : x-oss-
meta-name:TaoBao,

5. BB— LR EA \n DIRFFD IR E/ERICanonicalizedOSSHeaders,

AR

- CanonicalizedOSSHeadersaJLAAZT , ITLEHRII&EEY \n.

- WNERRABE— , W0 x-oss-meta-a\n , JFESREHI\N.

-WNERBFZ , W0 x-oss-meta-a:a\nx-oss-meta-b:b\nx-oss-meta-c:c\n, ;FT=&EH
" \n"

fgsECanonicalizedResourcefJ57%

BR&XERFRIHIIAIOSS BirR R FR ACanonicalizedResource, BRI ENT :

1. ¥5CanonicalizedResource BRI ZSFGE " ;
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2. FINEHAERYOSSHEIR /BucketName/ObjectName ( FoObjectNamel
CanonicalizedResource5” /BucketName/ “ , a1REREi&EBucketNamelll g “/" )

3. NRBERNFREIEF R (SubResource) , BBABATENFRIRZBFHRE , WNEIXHEFIFFLL
& ADPRAEMFREIRFFE. ECanonicalizedResourceRFEREIRN ? FIFRIFRFRFR, LA
AYCanonicalizedResourcelll : /BucketName/ObjectName?acl&uploadld=Uploadld

4. (NRAFIERIEISE T EIRAFFE(QueryString , tBIYHttp Request Parameters) , BRAGIXLEE
WFRHEREEKERE FHF , NWNEIRHES , L & ARG | RS8R
CanonicalizedResourcerf, IttAfAYCanonicalizedResourcedll
: /BucketName/ObjectName?acl&response-content-
type=ContentType&uploadld=Uploadld,

N

- OSSHRISGFAIFHIR(sub-resource)B1&
: acl, uploads , location , cors, logging , website , referer , lifecycle , delete , append
, tagging , objectMeta , uploadld , partNumber , security-
token , position , img , style , styleName , replication , replicationProgress , replication
Location , chname , bucketInfo , comp , qos, live , status, vod , startTime , endTime , s
ymlink , x-oss-process , response-content-type , response-content-
language , response-expires , response-cache-control , response-content-
disposition , response-content-encoding=%
- F&E(sub-resource)g =FfhEHY -
- BEAHR , WFEIEFRacl , append , uploadld , symlink& , ¥ FBuckethd
BEFIXTFObjectiVIR(E
- IExEIR[EIHeader=Eg , 4l response-***1£0 GetObjectfy Request Parameters
- 37f4% ( Object ) M5, , 4 x-oss-process , FEFHRMMEST, , NEELLE

g k=S

1. BBRFRFEVAI UTF-8 18R, SBPXFRINEZFRBOmITiHiT UTF-8 w5 , BS
AccessKeySecretit EREZEEH.
2. &AM EHRFC 210452 X AIHMAC-SHAL A% , EfrKey A ccessKeySecret”
3. Content-Type ] Content-MD5 fEEKRHP AR , (BERNRERFEESZIIE , EANELL
¥1TRF \n K&,
4. ERFEIEHTTPHRAEE X fheadersh , RBLA x-oss- FFekAheader , EEMARZF/FE ; HitbiE
HTTP¥rAEheaderiE#OSSZEE ( 40 LAFIFhfIx-oss-magicREEEBINANRZFREH ) .
5. LA x-oss- FFekRheaderE & BRI TR 2 S LA TS :
- headerIZFEELM/NE,
- headeri=HFB/NEIXHERF.
- &lheader nameflvaluefYESHIFFEERTIE,
- B M HeaderZ [FERE—METRF "\n" |, IRIKB
Header , CanonicalizedOSSHeadersstig & A=,
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o=l

RU0AccessKeyld2"” 44CF9590006BF252F707" , AccessKeySecret@
" OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV”

R ERFHFETEAN

PUT /nelson HTTP/1.0
Content-MD?5:

eB5eJF1ptWaXm4bijSPyxw= Signature = base64(hmac-
= shal(AccessKeySecret,
Content-Type: text/html VERB + “\n”

Date: Thu, 17 Nov 2005 + Content-MD5 + "\n”
18:49:58 GMT + Content-Type + “\n”
Host: oss-example.oss-cn- + Date + "\n"
hangzhou.aliyuncs.com + CanonicalizedOSSHeaders
X-0OSS-Meta-Author: + CanonicalizedResource))

foo@bar.com
X-OSS-Magic: abracadabra

B AL AAITEEZ (Signature):
python7~fFIHLES :

import base64

import hmac

import sha

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",

ERFHEH

"PUT\n
eB5eJF1ptWaXm4bijSPyxw=
:\n
text/htmli\n
Thu, 17 Nov 2005 18:49:58
GMT\n
X-0ss-magic:abracadabra\nx-
oss-meta-
author:foo@bar.com\n
/oss-example/nelson”

"PUT\nODBGOERFMDMzQTczRUY3NUE3NzA5QzdFNUYzMDQxNEM=\ntext/htmI\nThu, 17 Nov 2005 18:49:58
GMT\nx-oss-magic:abracadabra\nx-oss-meta-author:foo@bar.com\n/oss-example/nelson”, sha)

Signature = base64.b64encode(h.digest())
print("Signature: %s" % Signature)

FHA(Signature)ItELERMIZ A 26NBxoKdsyly4EDv6inkoDft/yA=, A 9Authorization = “OSS “ +

AccessKeyld + “" + SignaturefflLA&fSAuthorizations “OSS

44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=" #XIEH0_LAuthorizationstLRENREZEEL

ZERIHR

PUT /nelson HTTP/1.0

Authorization:0SS 44CF9590006BF252F707:26NBxoKdsyly4EDv6inkoDft/yA=
Content-Md5: eB5eJF1ptWaXm4bijSPyxw==

Content-Type: text/html

Date: Thu, 17 Nov 2005 18:49:58 GMT

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

X-OSS-Meta-Author: foo@bar.com

X-OSS-Magic: abracadabra

DT

1. INFRENBIACcessKeyld A fFZE=,inactive , iR[E]403 Forbidden, $&iRA3 : InvalidAccessKeyld,
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2. HERFEkFAuthorizationBAVEZAXT , iR[E1400 Bad Request, iEIRE3
: InvalidArgument,

3. OSSHBEHIERENRERHTTP 1. UMUIERNGMTREE=. H , BEIFIENA « datel =
2DIGIT SP month SP 4DIGIT; day month year (e.g., 02 Jun 1982) biAHER&E=F , “K" Frd
(IEEPE "2 DIGIT” , E, “Jun2” . “2Jun1982" F1 “2-Jun-82" #EIEEEHIE.

4. NREBWIEIHR |, SLFiRBEEADates ETETUALE , IR[E]403 Forbiddent&iR, $EIRAD

: AccessDenied,
5. fE NIBERAYBS B RTEOSSARSS R S RIRT A Z FFRI15 > #LAR , BNIR[EI403 Forbidden, $HiXRAG
: RequestTimeTooSkewed,

6. WNERAccessKeyldRactivefly , {EOSSHKTRFRNBER AL ZHEIR , WIRE403 Forbidden , H7E
R[El45 AP Eresponsedr iR IEFRRIATRIEINZRNEZF/TE, AR LURIEOSSAY
responseXkiGEH CHE R FHRERIER. REIRMG :

<?xml version="1.0" ?>

<Error>

<Code>

SignatureDoesNotMatch

</Code>

<Message>

The request signature we calculated does not match the signature you provided. Check your key and
signing method.

</Message>

<StringToSignBytes>

47 45 54 0a 0a 0a 57 65 64 2c¢ 20 31 31 20 4d 61 79 20 32 30 31 31 20 30 37 3a 35 39 3a 32 35 20 47 4d
54 0a 2f 7573 72 65 61 6¢ 74 65 73 74 3f 61 63 6¢
</StringToSignBytes>
<Requestld>

1E446260FF9B10C2

</Requestld>

<Hostld >
oss-cn-hangzhou.aliyuncs.com
</Hostld>

<SignatureProvided >
y5H7yzPsA/tP4+0tH1HHVPEwUv8=
</SignatureProvided >
<StringToSign>

GET

Wed, 11 May 2011 07:59:25 GMT
/oss-example?acl

</StringToSign>
<OSSAccessKeyld>
AKIAIVAKMSMOY7VOMRWQ
</OSSAccessKeyld>

</Error>

A

- OSS SDKEZSLIER , AFERAOSS SDKAREXRETE R, NREE THREMESHE
B , BSEOSS SDKRIAHES, OSS SDKEZSLIMAISHFUITE :
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SDK por=os

Java SDK OSSRequestSigner.java
Python SDK auth.py

.Net SDK OssRequestSigner.cs
PHP SDK OssClient.php

C SDK oss_auth.c
JavaScript SDK clientjs

Go SDK auth.go

Ruby SDK util.rb

iOS SDK OSSModel.m
Android SDK OSSUtils.java

- MBECIIES |, iH15)0SSHR SignatureDoesNotMatch $Ei=AT |, &R AIALESE IR

INEBFHEBREIR.

=]
Content-MDSEHE S

Content-MD5HJTE
LUBERZE/9"123456789"ki% , itEXNFRFEAIContent-MD5

IEFRNTET -

tERPEX B EE R RIRE |

1. SeitEMDSINEERI — S HIAAR (12847 ) .

2. BTt Thase644wi5 ( MIARXI 327 TR ) .

LAPython9filF :

IERALTERIRAS

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

BEIR

TEFRRIRZ : hash.digest() , ITEHFHHIEEE ( 1281 )
>>> hash.digest()

'x\x1eA $]i\xb5f\x97\x9b\x86\xe2\x8d#\xf2\xc7"

EEREEEITE 32 RRIDH Tbase644R1D.,
fign , $EREY2E : hash.hexdigest() , ITEBEIR A3 2{UFFFERIRID
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>>> hash.hexdigest()
'781e5e245d69b566979b86€28d23f2¢7"
EIRAIMD5{Ei#Tbase64mtBERY4E

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30WIANmUyOGQyM2YyYzc="

17 ffEFIAUthorization Head , FIFYARTIUZEURLEFIMN &I, , IXEFIF BT UEIZURLEEL S =500
BRI,

SCELS L

URLEEZ73:4:

http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D

URLESS , =D A Signature , Expires , AccessKeyld=1"8#{,

- Expires IXMESERWER—UNIXESE ( BUTCE 1970518 1SHRmIFbE , ¥ wiki ) , TR
RIZURLAYEBRTATIE], SNSROSSEENXMNURLIERAEHER FEE B SHIEXpiresSEET , NIRE]
ERBATHIEIRID. A0 - HRIRTEE1141889060 , k& EHIZE—N60F RN
URL , MATLAIZ B ExpireshTia)91141889120,

- AccessKeyld BpZ$BAYACcessKeyld,

- Signature RREZEE. FrBRIOSSZHHATIEKRFIRFIHeader54 , FEURLFFHITEBHNEENE
Headerh @ 2B RBHIRIEER—H,

Signature = urlencode(base64(hmac-shal(AccessKeySecret,
VERB + "\n"

+ CONTENT-MDS5 + "\n"

+ CONTENT-TYPE + "\n"

+ EXPIRES + "\n"

+ CanonicalizedOSSHeaders

+ CanonicalizedResource)))

Hrh , Sheaderh 8 SERBLEEXFIANT :

1. BIZURLEEERAT , ZRIAIDateS A ExpiresS2L,

2. RFZHEREISEURLFIHeadHFEEER.

3. tNERMENBISignature , Expires , AccessKeyldiBIIARLE—IR , LASS—IRAIE.
4. BRFEIEERATEE ST Expiresitia) , SASBRIEESE.,

5. BEZFRIBMEurlE , iFEESurli##fTurlencode

- BYIERT B URLEE BT , FEHEH security-token , 180U -
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http://oss-example.oss-cn-hangzhou.aliyuncs.com/oss-
api.pdf?AccessKeyld=AccessKeyld&Expires=1141889120&Signature=vjbyPxybdZaNmGa%2ByT272YEAiv4%3D&sec
urity-token=SecurityToken

HUCES

URLFFRIIERRIpython~Hlfig

import base64

import hmac

import sha

import urllib

h = hmac.new("OtxrzxIsfpFjA7SwPzILwy8Bw21TLhquhboDYROV",
"GET\n\n\n1141889120\n/oss-example/oss-api.pdf",

sha)

urllib.quote (base64.encodestring(h.digest()).strip())

R
- EEApythonBY=EHED
- OSS SDKeRiRfit 7124t URLA% H75i% | FERGEESESDKAHH BAOLRET =21
- OSS SDKRJURLEELH , BB TK
SDK URLEE 5% SEHLSC
Java SDK OSSClient.generatePresign 0sSClient java
edUrl
Python SDK Bucket.sign_url api.py
Net SDK gasriCIient.GeneratePreS|gne OssClient.cs
PHP SDK OssClient.signUrl OssClient.php
JavaScript SDK signatureUrl object,s
C SDK 0ss_gen_signed_url oss_object.c

-
15554
1. FRTEURLFERBRIAS T | S RISIEIEUETI R EARRET BN L |, BT b ERXE
2. PUT*EIGET EREBIFEURLFER,
3. TEURLHHINEZRT |, Signature , Expires , AccessKeyldIREFETLARSHE , (B2405E

Signature , Expires , AccessKeyldf/DEFRI—PNEE S , IR[E1403 Forbidden, $&IRG
: AccessDenied,

10
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4. ANERA B RIRTEIM T AR iR ERYEXpiresEta , iR[E]1403 Forbidden, $EiRT5
: AccessDenied,

5. ANERExpiresATEEVEEIR , IR[E1403 Forbidden, $EiRf3 : AccessDenied,

6. WNERURLFHE &&#(Signature , Expires , AccessKeyldf— P eEiEZ1 , FFEHead B EEE
£ZiEE |, IREIHE400 Bad Request, $&12f3 : InvalidArgument,

7. EREBFTERRT |, BRDatetli=Z AL ExpiresBE5h , I%AB & content-type, content-md5%& &
THENIHeader, (IBEKRFERIBAEDateixXMEKL , (EAEEREDateIINEBZZFTEF )

STSHMA

OSSHLUBI IR =STSIRSS | IGAE#TIERAGAE), FIEZ=STS (Security Token Service) EA=ITE AR
IEET BRI <ShERIWebiRSS., BIESTS , BRILANE=FNAZEIEF (AFRSHhBREECER ) mA— 1 8
EMITSFISPRAGARIEIE. =AM A AP LERZA R IR AR E R MAP] , 5i& M
B IR HHISDKEIH A == AP,

- BARBEEEIIKIIER(AccessKey) BB =N , RAFBEM—MAASHARBSHRELHE=
TSR RRRDA], IXANSRERIER R B RHHRER T LIS EE X
- IBABERONBREHERE | 5 hITHREME R,

VAAPPRIFR/fI , REIFAZINTE]

2.3 % AssumeRole

L ApPAFER R (8 % LHA KB it 0t )
bl MEIERF . ~|STS
e £.ClientApp A STS .1t HAAK SEESTS iR
=
5. 6L% £ I STS §6.42 2 T4 i A 2L #90SS APIH K
0SS
......

T ERIFREALT

1. AppFIFER. AppAFSMHEEFECEE. EFRULUBENSHEERS , BTLERIN
WeblikSaOpenID, XFEMEHAIAppAFEIR , AppServerZa] LIFATIIE X HEMAppAF
AR/ AR,

2. AppServeriEKSTSIRSZIREN— 1L L2 <k (SecurityToken), EJEFESTSZA , AppServerEEhfE
AppAFRIER/INAIEIR ( APolicyiBiEimiA ) LARISZAATHARTEl, AGEEEEASTSHY
AssumeRole(INEAE)ZEORNL LM, AEEESHEAEXNBESE (RAMERER) &
NEBEHE,

3. STSIR[EIZ5AppServer— NEATHIREIE , BiF— 1N &2k (SecurityToken)., IGESHEZESE
(AccessKeyld, AccessKeySecret)LARITHART(E].

4. AppServerZifalEiBREIZClientApp, ClientAppE]LABFXAMEIE, EIFAET

. ClientAppFRERAppServerBRIERINERIAIEIEIE, il , iBaEIEESEALN , FBA
ClientAppEILAE 30 ¥R EAppServeris sk EHiAa1EILE,

11
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5. ClientAppf{ERAAHEFAAIREIEXIEIKAliyun Service AP, mERSZSBFISTSIAAIEIE , HEK
HiSTSARSS SREGUEIHIAEIE , FFIEMNEN B,

STSZEe<SHIFE | 55% (RAMERAER) THAeEE. XREEASTSIRSZOAssumeRoleREERY
IBIEEEIERIE], RTLABERE(ERSTS SDKRBRZGE , REEE

(ERSTSFEIEMIEE R IER

FAFNEFiRmEZISTSIGRHEIES | BEEPZE S (SecurityToken) AR GRS 58258 (AccessKeyld,
AccessKeySecret)fgi&H, FNHIOEZEEL N SEAEZERRIKSHIACcessKeyfEHeaderh B2
BEAH , XETERA

- AP EARNE A A ASTSIRAAIIGRTHRESE (AccessKeyld, AccessKeySecret),
- APFER/ZEhE(SecurityToken)#EmEiEKheader e Z LIERSERIFZZUMAURIR, XFGFH
FalREaIsEE— , WNRERERE , osseiRElInvalidArgumentf&ix,
- ftheaderd & &:3LEBx-o0ss-security-token : SecurityToken, 1TE&ER&
CanonicalizedOSSHeadersHJ , #§x-oss-security-tokenit&EA,
- EURLAF#EFSHsecurity-token=SecurityToken, 1+E&#&ZCanonicalizedResourcefif
, Hsecurity-tokenZffi— sub-resourceitEENA.

OSSHRHLACL ( Access Control List ) fBRIzHI7Z , OSS ACLIRHtBucketdR BIRIRPRIGIEjES] , Bucket B Hl
B=MpEAR : public-read-write , public-readfprivate , BiJANEXUT :

- public-read-write : {HAIA ( IFERGE ) HeILAXG ZbucketfJobjecti#fTPUT , Getfll
Deletel®fF ; FrEIXLHR(Fr=EMZERHiZbuckettBIEEFIE |, BIEBIZIUR.

- public-read : RBiZbucketfIEIiEETTLANTIZbucketIAIODbjectiF{TER(E ( BIEPutfiDelete
Object) ; {HIAA ( BIEERIHE ) TTLAXFZbucketdfobjecti#4TiE#4E ( Get Object )

- private : REizbucketfgliEE TG Zbucket WAYObjectiH{TIESRIE ( B1EPut. Deletef1Get
Object ) ; Hfb AFiXiAIAZBucketWAIObject,

BRP#eIEZE— N #Buckeths , AIERAIEEBuUcketifR , OSSEB@NNIZBucketiREprivatetifR, JFF—1E
ZIFERBucket , REEHBIEEETTLUETOSSH Put Bucket AcliEZ[1EXiZBucket IR,

2 HiERL (Common Request Headers )

OSSHIRESTulEOER T —LAERk, XEIBRLALIMIIBRIOSSIERATER , HIFEENIT
=4 :%S
}fﬁﬂzﬁﬁi}fﬁ‘ EEHERTAIEER.
Authorization iﬁu{ﬁ%{%$
ERm=  FFERBFK

Content-Length RFC26164ENXHIHTTPIE KB EKE.

12
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Content-Type

Date

Host

KA TR
HIME : &

FEAAE | FEROSSIEREUEAIFK

RFC26165E M HIHTTPIE RN SR,
KA TR

KNME: T

FERE | EEMOSSIEHIENIEK

HTTP 111X FRIERIGMTESE , 40 - Wed,
05 Sep. 2012 23:00:00 GMT

KA FRER

BANE : &

iBlEHosHE , #&z0 © <bucketname>.oss-cn-
hangzhou.aliyuncs.com,

=/

KA =R

BANE &

~HIEREL (Common Response Headers )

OSSHIRESTulROER T —L AL, XEARRN LA LISFTARIOSSIERFTER , HIFEEXIT

EA

Content-Length

Connection

Date

ETag

Server

X-0ss-request-id

13

A

RFC2616-EN HIHTTPIESRNBEE,
St e =)

RNE: T

EIZE | FEMOSSIRATHIEATIBK

FREAZE FimANOSSHRSS 88 2 IBIRIBERIRS.
KA #2 B3UE - open. close
HINME : &

HTTP 1.1iY S #ERIGMTRSE , 14N : Wed,
05 Sep. 2012 23:00:00 GMT

KA TR

HNE

ETag (entity tag) £ Object4 A AIRHEH )
2, BFr— 1N ObjecttINE., X+FPut
ObjectiEklEAIObject , ETagiERHEASH
MD5(8 ; X FEMBAEIEERIObject , ETaglER
HRBMUUID, ETagEAILABETFHREObjectAA
BARET.

KA TR

VN

“rkResponsefIiRFSES.
KA FFFE
EIAE : AliyunOSS

x-oss-request-id2HAliyun OSSEIE , FIE—FR
X responsefJUUID,  WNERE(EROSSERSSAY
BRERE , ATLUEEZFRIKROSSTIEAR | 1R
EEALEIRE,

KA R

BANE : &
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KFServicel{E

X TFARSS AL FGetiIE R LUREIEREHBRIATEBucket , Hh /" FMEER.

KIEE

GET /HTTP/1.1
Host: oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

TRSH

GetService(ListBucket)Bt , AJLUE S prefix , markerfimax-keysidlistifRE , IREIEBOLEER.

BFR

prefix

marker

max-keys

RzrcE= (Response Elements)

&R

ListAlIMyBucketsResult

Prefix

14

1%

FREREIAbucket namesZiilAprefix{EARIER
, AILIRNRRE | MRERRLIERIEER
HUERE | FRIE

BME -

RELERMmarkerz [Fiz=BHIFRE— N A
RE], FJLAREE , MRERMLTFHAIRE]
HUEER | T

NE : &

PRELRIREIbucketiIHEALL , MNRFKE , B
IAA100 , max-keysBUEAEEAT1000
HIERE | FRFEH

EOAME : 100

1170

{R1EGet ServiceimKERMB L.
KA . 7588

LR : None

RRERERAVAIER , HbucketREEBR BN A
BTHR

KA FiFE

R M : ListAllIMyBucketsResult
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Marker

MaxKeys

IsTruncated

NextMarker

Owner

ID

DisplayName

Buckets

Bucket

Name

CreateDate

Location

15

tREEIX R GetService(ListBucket) fUE = , 24
bucketREZBREIRTA BT R

KA R

RT3 ¢ ListAllMyBucketsResult

MRS KPR EISRAVERAEE  Hbucketke
ERRERSA BT R

KA . FiFE

R M : ListAllIMyBucketsResult

EIEEENEREELZIRME : "true” FRA
REEIREISEER ;. "false” FRARBLIRE
TEEWER, HBbucketkEEHREIRTA BT R

KA BT
BXE : true, false
R/ : ListAllMyBucketsResult

=R F—RGetService(ListBucket) ATLALALL S
marker , BFFRREIRIGERIRE]., HbucketREER
RERA BT A,

HKA . ZFEH

RT3 : ListAllMyBucketsResult

FF&ERBucketifiB & EEHIES.
HH . =88
RF5 4 : ListAllIMyBucketsResult

Bucketfi§ERIAFID,
KR FRFE
RT3 : ListAllIMyBucketsResult.Owner

BucketfiB&RIZR (HRIFIID—E).
KA . FiFE
RT3/ : ListAllIMyBucketsResult.Owner

(REZ N BucketiZERYAEE,
Bt NS

FT58 : Bucket

RT3 : ListAllIMyBucketsResult

{RFbucketZEHIAES.

KA ;2588

F15 8 : Name, CreationDate, Location
RT3« ListAllMyBucketsResult.Buckets

BucketZ#FR.
KA TR
AN

X-Ijl\\\
: ListAllIMyBucketsResult.Buckets.Bucket

BucketBlZATE]

A iE (18« yyyy-mm-
ddThh:mm:ss.timezone, e.g., 2011-12-
01T12:27:13.000Z)

R

: ListAllMyBucketsResult.Buckets.Bucket

BucketFrfERYEEH )
KA TR
REA
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: ListAlIMyBucketsResult.Buckets.Bucket

E:cketifil‘ﬂﬁ'ﬂ?l‘lxﬂiiﬁ%
SICF - =S
ExtranetEndpoint ji%é?-ﬁ$

XTI

i

: ListAllIMyBucketsResult.Buckets.Bucket

B X8 ECSifiaBucket Py R
SR =

IntranetEndpoint RE R
XTR

: ListAllMyBucketsResult.Buckets.Bucket

MW

1. GetServiceiXMAPIR XS IGIEEIIHIBEF B .

2. NRBEKRFIKEAFPKIEES (BIEREA) ) , IREI403 Forbidden, HiRfG : AccessDenied,

3. BB RbucketEBREIRT , IREIRIxmMIFAREEPrefix, Marker, MaxKeys, IsTruncated.,
NextMarker5s2 , NRIEBEDERFRE , NN AT R . EFNextMarker BF44EEE AT
Gmarkerl#(&,

ANl

AR I

GET / HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

EEIRE I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 556

Connection: keep-alive

Server: AliyunOSS

x-0ss-request-id: 5374A2880232A65C23002D74

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Owner>
<ID>51264</ID>
<DisplayName>51264 </DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2015-12-17T18:12:43.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-shanghai.aliyuncs.com </ExtranetEndpoint>

16
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<IntranetEndpoint>oss-cn-shanghai-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-shanghai</Location>
<Name>app-base-oss</Name>

</Bucket>

<Bucket>
<CreationDate>2014-12-25T11:21:04.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>atestleo23</Name>

</Bucket>

</Buckets>
</ListAllIMyBucketsResult>

=

GET /?prefix=xz02tphky6fjfiuc&max-keys=1 HTTP/1.1

Date: Thu, 15 May 2014 11:18:32 GMT

Host: oss-cn-hangzhou.aliyuncs.com

Authorization: OSS nxj7dtl1c24jwhcyl5hpvnhi:COS30QkfQPNKmYZTEHYv2qUI5jI=

RERRE I

HTTP/1.1 200 OK

Date: Thu, 15 May 2014 11:18:32 GMT
Content-Type: application/xml

Content-Length: 545

Connection: keep-alive

Server: AliyunOSS

x-oss-request-id: 5374A2880232A65C23002D75

<?xml version="1.0" encoding="UTF-8"?>
<ListAllIMyBucketsResult>
<Prefix>xz02tphky6fjfiuc</Prefix>
<Marker> </Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>xz02tphky6fjfiuc0 </NextMarker>
<Owner>
<ID>ut_test_put_bucket</ID>
<DisplayName>ut_test_put_bucket</DisplayName>
</Owner>
<Buckets>
<Bucket>
<CreationDate>2014-05-15T11:18:32.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com</ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com</IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>xz02tphky6fjfiuc0</Name>
</Bucket>
</Buckets>
</ListAlIMyBucketsResult>

17
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FFBuckethJ#R{E

PutBucketFIFl#Bucket ( AZIFERZIHIA ) . BIEHIBucketFFEAIRegionFl&IXERAIENdpoint BRI AL
fIRegion—31, BucketFrfEMIEHEF OEESS |, iZBucket FRUFTEObjectE—EFHMIEX RIAIMX, FEK
&z BucketfIEHEFC .

BKIEE

PUT / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

x-oss-acl: Permission

Authorization: SignatureValue

Mo

1. AJLAPutiEsk =AY x-oss-acl SLRigEBucketifiai R, HEIBucketG=F5A4XpR : public-read-
write , public-read#0private,

2. WRiIEKRIBucketBEFHE , HEIEKRERMEE | IR[E200 OKAII,

3. (IRIEKAIBucketBEFE , (ERAZIEREMBER , 1R[E409 Conflict, (H1RF3
: BucketAlreadyExists,

4. ANERABRIEERRIBucket AT EAREAALE | IR[EI400 Bad RequestiBE. fHIRMG
: InvalidBucketName,

5. MR &HPUT BucketiZkHIAHER , I2BENAFKIEHER | IR[E403 ForbiddeniHE., $EIXRD
: AccessDenied,

6. SR PutBucketfIIHEAINE S BT bucketEx A BIFEEHT , BAIA104 , iR[EI400 Bad RequestiEE
. $HI=RS : TooManyBuckets,

7. BIEERIBucket , AIRRBIEEILIINR , NBGAGER Private 1R,

Nl

R

PUT / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:15:40 GMT

x-oss-acl: private

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:77Dvh5wQgljWjwO/KyRt8dOPfo8=

18
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:15:40 GMT

Location: /oss-example

Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket ACLIZO FATF&XBucketifiai R, HEIBucketG=#5a4pR : public-read-write , public-
readflprivate, Put Bucket ACLEMEBIIPUtiESk+AY "x-oss-acl” SLRKIRE., XPMEERBIZBucketfIt!
EEENRNIT. WRBEMID , MIRE200 ; BNLREHENAEIRISIIERER.

BKEE

PUT /?acl HTTP/1.1

x-oss-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. WNRbucketFE , KIERFHANRIEGIIRA— | FEIBEKRKRIEEZbucketiliB &R, 1ZIEK
AaiZbucketNE |, EREEFHNR.

2. AIRAF &#EPut BucketiZKAIEHE , IR BENBFRIEESE | 1R[E403 ForbiddeniBR. fEiXG
: AccessDenied,

3. WRERPIGHE , “x-oss-acl” 3L, FHiZbucketBFE , HEFZiEKkARE , NESR
buckettfRAZE,

Nl

R

PUT /?acl HTTP/1.1

x-oss-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

REERE :

19
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HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

ANRZIZ BAIPRATZIE , 7~fj1400 Bad Requestigg. :
EiRRERA

HTTP/1.1 400 Bad Request

x-0ss-request-id: 56594298207FB304438516F9
Date: Fri, 24 Feb 2012 03:55:00 GMT
Content-Length: 309

Content-Type: text/xml; charset=UTF-8
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>InvalidArgument</Code>
<Message>no such bucket access control exists</Message>
<Requestld>56594298207FB304438516F9</Requestld>
<Hostld>leo.oss-test.aliyun-inc.com</Hostld >
<ArgumentName>x-oss-acl</ArgumentName>
<ArgumentValue>error-acl</ArgumentValue>

</Error>

Put Bucket Logging

OSS#E{tBucketifia] HEMN BHIE N T HEbucket iR EIBEM S Hrbucketiinia 7o, OSSR
Bucketif gl HENMRIECE FE—5AEc R,

BucketfUBEERILAIbucket FEiHRATCRINEE. XNIIEEFERE , OSSIEBEMMCRIIAIX M bucketiEXK
RFRER |, FHEIBAFREERN , LUNG AR, Bina B EA—1ObjectE NBFEERbucket,
OSStefftBucketifzin) HERBHIE ST FH{EbucketiUiB Z BB HiTbuckethVIEIEITA. OSSR
BucketiFiR| HEAMRIECR FE—KBHEICR.

BKEE

PUT /?logging HTTP/1.1
Date: GMT Date
Content-Length : ContentLength

20
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Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>

<LoggingEnabled >
<TargetBucket>TargetBucket</TargetBucket>
<TargetPrefix>TargetPrefix</TargetPrefix>
</LoggingEnabled>

</BucketLoggingStatus>

iBEKITE(Request Elements)

BR A BBYE

iEI‘IﬂEIE'\E\‘ MERHIAES
: KB RS =

BucketLoggingStatus F5t%: LoggingEnabled =
RITE: T
HAHHEEMERE. XM TR
Eﬂjﬁﬂﬁ%ﬁ—% , RIANAFRE,
SEF. 288

LoggingEnabled =L B &

FJtE: TargetBucket,
TargetPrefix
RJTE: BucketLoggingStatus

EEFRLIRI AERBucket,
KA FFF

TR I

RTE:
BucketLoggingStatus.Loggin
gEnabled

Eg%%?&ﬁﬁﬂ’ﬂiﬁ 18 A&
BUSR.
KA =F
TargetPrefix F752: None
RITE:
BucketLoggingStatus.Loggin
gEnabled

TargetBucket SR HERRHES TR

iy

FiEniE B cRIobjectdnZ RN

<TargetPrefix> <SourceBucket>-YYYY-mm-DD-HH-MM-SS-UniqueString

MNP , TargetPrefixBEEFERE ; YYYY, mm, DD, HH, MM#ISS%3 321z O0bject# GIiERTRIFTHI{REZF
ME, B, B, /BT, 2805080 GEEREL) ; UniqueString IOSSRALERMNFHE, — NIRATFEE
OSSiAal HERIObject ZFRFIFUNT -
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MyLog-oss-example-2012-09-10-04-00-00-0000

EfBIcR, "MylLog-" 2FFIEERIObjectdiS ; “oss-example” EiFbucketfy&FR ; “2012-09-10-04-

00-00" RizObjecttXBIzErIAIILRETE ;

LOGIZ{HH&,

2R
Remote IP
Reserved

Reserved

Time

Request-URI

HTTP Status
SentBytes

RequestTime (ms)
Referer
User-Agent

HostName

Request ID

LoggingFlag

Requester Aliyun ID

Operation
Bucket
Key
ObjectSize

Server Cost Time (ms)

Error Code

Request Length

¥

119.140.142.11

[02/May/2012:00:00:04
+0800]

"GET /aliyun-logo.png
HTTP/1.1 *

200
5576
71

http://www.aliyun.com/prod
uct/oss

curl/7.15.5

oss-example.oss-cn-
hangzhou.aliyuncs.com

505B01695037C2AF032593A
4

true
1657136103983691

GetObject
oss-example
/aliyun-logo.png
5576

17

NoSuchBucket
302
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"0000" ROSSHEFLEMAIFHTR.,

aX

BERARCHIPHELE ( Proxyf{CHR
PR IE A BE S FRIZ FER
)

(REBFER

(REBFER

OSSIZEIEKAYARTIE)

FAFiEkAIURI(B4Equery-
string)

OSSIREIRIHTTPIRZSAES
FAFM\OSS &Yt E
FRANRIBKAYESE) (=R )

BEKAIHTTP Referer
HTTPAYUser-Agentsk

SKipEES

BFE—trrmiziaskaguUID

REFETHEAEIN6E
BEREWEZID ; ERIHITA

BEkRER
BEXIAERIBucketEF
FRiEkAIKey
Objectk/h

OSSHRZ5 R AMEARIBRATERT
RIE) (2R )

OSSIR[EIRYEEIRD
FRPEKRAKE ( Byte)
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UserID 1657136103983691 Bucketi&&ID
AAS(YE . 0
Delta DataSize 280 BucketX/NHTHLE ; EIRE

Sync Request

Reserved

MM

TR -

EEECONEFEK ;| E412
?g u_n

REB=FER

1. JEBucketf] BtxBucket % HEFRI—1FEF.

2. LEFRROERIEZS , "BucketName” FEFEIHRATICRA
bucket ; "TargetBucket” FRiFEIAEICREFAbucket ; "TargetPrefix” FRiFh&iHIEIH
HicEMobjectF=FRIZ , ILARZ,

3. iRbucketf1B#rbucketa] AR E—/ Bucket , tBETLARAREAIBucket ; BFPHEAILUSS MR
bucketfILOGEHFFIER—Bixbucketly ( EISEARRIMITargetPrefix ) ,

4. BXH— 1 BuckethYina] AFICRINEERS , RERE—1"=HIBucketLoggingStatusRia] , B{R75
A LASE TEANERRA,

5. BTAPUT Bucket LoggingiEskw/ims a4 , BIASHFERAAE).

6. NERPUT Bucket LoggingidEk it E AR EiRbucket (iEkrflFAIBucketName ) FIIEE
, OSSIR[EI403551RAS ;

7. MNEREbucket R EE , OSSIR[ESEIRES : NoSuchBucket,

8. #ISRPUT Bucket Loggingigk &iEE A2 Birbucket (iERaffHfITargetBucket ) FHAEZE
, OSSIR[E]403 ; WNERBirbucket A7 , OSSIR[EEEIRES : InvalidTargetBucketForLogging.

9. iFBucketf1BfRBucket%/E FE— M EUEHL , BUIREI40055IR | FHIRID
: InvalidTargetBucketForLogging,

10. PUT Bucket Loggingig=kHaIXMLAEE | IREIFEIRES : MalformedXML,

11. FbucketF1Bixrbucketa] LAZRE—Bucket ; FAFPEAILUSARERREbucketILOGEBRFER—
Birbucketly (EFEEEEABEMTargetPrefix ) ,

12. RBucket#iMIFRAT , XIRAILoggingKIRItASHRAMIER.

13. OSSLA/INE B4 pbucketiB@AILog3Zfd , (EH AR XN NTHIRTEIERENCREX AT
MLOGIHA |, tBARTREHIIE E— 1 aE T—NLOGI 4,

14. OSSAERHILog 4 amAMM AT “UniqueString” {R{REOSSHEAERAIUUID , BFHE—FRR
iz,

15. OSS&ER—~bucketiFialLog3ZfF , BAF—IRPUTIR(E , FHCRESHANTE , BARICRTE
e, LOGERSS , FAF T LUZEREBRIObjectRIZBEIXLELOGIL 1,

16. OSSERIEIEFRELL "x-" FFkfquery-stringS4) , {BiXNquery-string I REHRILOGH
. NRIFENBERHBBEEF , frin—MEFRRIEK , JLEURLRFIN— “x-" FFLRY
query-string2%#§, 4 : http://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-
logo.pnghttp://oss-example.oss-cn-hangzhou.aliyuncs.com/aliyun-logo.png?x-
user=adminOSSE FEAMERK , ERE—HH. BEMEHELOGH , (RATLIBTEZR "x-
user=admin” , RAGEMEMHEIIRCAIXMEK.

17. OSSHILOGHRUHE—NFER , EBeJReHIl “-" |, TR ARAEESXI T HRIERKZFER I,
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18. tRIEFEK , OSSHILOGISN I RSERERIRII—LFE , 5 AE T AKLogdME T BREEFRA M
A9EIRR,

19. ANERAF_E1E7T Content-MD5iEkL , OSS&itEbodyfyContent-MD5SFHEE—EME , (NEA
—3 , iRElInvalidDigest{&i=g,

Nl

FrEbucketizial AEAERTH :

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus>
<LoggingEnabled >
<TargetBucket>doc-log</TargetBucket>
<TargetPrefix>MyLog-</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Xi@bucketifia] HEAGERMG

PUT /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Type: application/xml

Content-Length: 86

Date: Fri, 04 May 2012 04:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus>
</BucketLoggingStatus>

REFRG :

HTTP/1.1 200 OK
x-oss-request-id: 534B371674E88A4D8906008B
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Date: Fri, 04 May 2012 04:21:12 GMT

Content-Length: 0
Connection: keep-alive
Server: AliyunOSS

Put Bucket Websitet2{ERTLUE— 1 bucketiR B keSS MUt E 1=,

BKEE

PUT /?website HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>

<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>
<ErrorDocument>

<Key>errorDocument.html</Key>

</ErrorDocument>
</WebsiteConfiguration>

iB5K5t%= ( Request Elements )

BIR

ErrorDocument

IndexDocument

Key

Suffix

R
FruEKeylIRTHE

KA 588
Rt WebsiteConfiguration

FIeESuffixfIRITE.
KA Ne8
RITE: WebsiteConfiguration

IR[E1404551RATE RIS 4E
RELFRIER TE:
WebsiteConfiguration.ErrorD
ocument

BEY - Z4ErrorDocumenti®
B , %%

IR [E B RURLRSRINRZRS 13244
&, FEAT , IAEES
"/, BIIZRS ISR E S
index.html , RUifia):0ss-cn-
hangzhou.aliyuncs.com/myb
ucket/mydir/iIXtFBERAIATE
ERIAEBEZ FihIdoss-cn-

25
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hangzhou.aliyuncs.com/myb
ucket/index.html

KRBV FRTER
/\—§
WebsiteConfiguration.Index
Document

IR
WebsiteConfiguration KB . BeR

/\—§ 9:

i

DT

1. FMBES ML ZIEFT B RN AR SRS , BEEFmHIITAMIZA | flal)avaScript ; OSSA
XIFS R AR ERSRIRGIERIANS |, HIWNPHP , JSP, APS.NETZ,

2. SNRAFIEEF B CRIEEKHIE T bucketlUEFEML , ATLABITIEIECNAMERTH, BINEES
EN3.47 - BENEEZSE.

3. APE— 1 bucketig ERFEHSMUHTERIET , WIUSERSINE , FERRENEAEN.

4. APE— 1 bucketiR ERFEHSMUHTERINET |, 8ERIZS IREFERRERZbucket JAT—1
object,

5. FEE— 1 bucketi EpFFHSMUHTERIUE | XIFHEMLIRIBZRIER IR , OSSKIREIZRS ITUHE

; WIER SR E A Z15E) , OSSKEIREIGet Bucketss

6. AIERFF £ T Content-MD5iEKL , OSS L-I-EbodyEl’JContent MD5HeBE—3E , tIRA—

¥, %iR[EInvalidDigestf&aiRta.

ANl

R

PUT /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 209

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration>
<IndexDocument>
<Suffix>index.html</Suffix>
</IndexDocument>

<ErrorDocument>
<Key>error.html</Key>
</ErrorDocument>
</WebsiteConfiguration>

REERE :
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HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Put Bucket Referert®{ERTLUIE B — bucketflrefererfia) HZEFNE R ftiFreferer2ER NG KIAA.
Bucket Refererf:&5E BRI OSSPS5,

TKEE

PUT /?referer HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Host: BucketName.oss.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com </Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

iBEK7TE ( Request Elements )

R R EENE

{RfFRefererfic ENTIDS
KA g

FH=

: AllowEmptyReferertisa,
RefererListim
KPR

AR

fiD

RefererConfiguration

IBEE A fSifrefererFRAS

BOIEKIIIE,

RE . WHEFRER

= =
AllowEmptyReferer EIE - truesifalse BRAE =

: true

RT3 : RefererConfiguration

{RiFrefereripa BB ERIZSES

RefererList o
i

i
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Referer KA . =FFER Ty

AN

R/ . RefererConfiguration
F = : Referer

?EE skrefererifil 5 H,

52

’“*,\5“ RefererList

DT

ANl

1. REBucketfUliBE & 7 BEACPuUt Bucket Refererigsk , BIR[EI403 ForbiddeniER, $Ei1R3
: AccessDenied,

2. AllowEmptyRefererdigEIBCE IS E R BIRYAllowEmptyRefererft & |, iZFERAWEIN , RSt
FEZRARIAlIlowEmptyRefererit & Jutrue,

3. WR{FEARefererListhRIB B RFIRBEZRIEENE R RTIFE . ZBP LiERIRefererlist A=
B (B a&RefereriEktxR ) | R FEBECRENBRRSIZER , BIHRZBIECERY
RefererList,

4. \NRFF LT Content-MD5iEkk , OSS&it&EbodyfJContent-MD5SHIGE—EME , WRA—
! , $%BiR[EInvalidDigestf&i=tg,

BRI
A &RefererfiERRHI :

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

B &RefererfigRaH

PUT /?referer HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 247

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
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< RefererList>

<Referer> http://www.aliyun.com</Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</ RefererList>

</RefererConfiguration>

IRERRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

BuckethiEB &R LUBIZPut Bucket Lifecycleski&EBucketfiLifecyclefit®. LifecycleFiEfE , OSSIELR
fRE , EH B SLifecycleMIUMBICEZAIObject,

KB

PUT /?lifecycle HTTP/1.1

Date: GMT Date

Content-Length : ContentLength
Content-Type: application/xml
Authorization: SignatureValue
Host: BucketName.oss.aliyuncs.com

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>

<ID>RuleID</ID>
<Prefix>Prefix</Prefix>
<Status>Status</Status>
<Expiration>
<Days>Days</Days>
</Expiration>
<AbortMultipartUpload>
<Days>Days</Days>
</AbortMultipartUpload>
</Rule>
</LifecycleConfiguration>

iBKIcE(Request Elements)

2R ik BBv=
CreatedBeforeDate IEEMNMITR B4R, BHHEIw Days#lCreatedBeforeDate —
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Days

Expiration

AbortMultipartUpload

ID

LifecycleConfiguration

Prefix

Rule

Status

F=ARMISO86019E , HER
RUTCAE R, a0 : 2002-
10-11T00:00:00.000Z

KA R

R/ : Expirationgi&

AbortMultipartUpload
EEMNE S &EIE A AT
[FELREN,

A IEEH

RT3 : Expiration
HEEObjectHINIFITHAE M,
KA Z5E8

Fi : Dayss
CreatedBeforeDate
R : Rule

FEERTTALAYPartii A ERE
'rio

e it N

Fi : Dayssk
CreatedBeforeDate

R : Rule

HME—HIID, RS H255FT
Hpk. BAFREERE  B&%Z
B, OSSEABFER—
PME—E.

KA FGER

Fom T

AN

L1 4A : Rule

Lifecyclefe ERIREE , HREZTR
Z910005H0MI,

KA Z5E8

F : Rule

AN+

RER T

IEEMNFNEREIS. a0
BCRISRAIXI SR A BT BEARZ HLN Fr
2ln, AAJEE,

KA FEER

FER T

LRF A : Rule

FiA—FAN

KA 7588

TR

: ID, Prefix , Status , Expirat
ion

: LifecycleConfiguration

WNEREENEnabled , IBA
OSSETERIHTIZIIN ; aNR2
Disabled , 3BAOSS&Z 0%

K,
KA FGER
R : Rule
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BE%E : Enabled , Disabled

Mo

1. R5BucketflEE A BEAFCPuUt Bucket Lifecycleizsk , ZMIRMEA403 ForbiddeniHE., EiRF3
: AccessDenied,

2. WNRIENRBIRE I Lifecycle , HR{FEREE— M RILIfecyclefcE ;| BN , MEBESTRINEE.

3. JLARSObjectiz EiTHARYA) , tBAJLARIPartig Eid BART(A], XEMPartfighIRLAS h EEH L&
BRERERND F.

N

R

PUT /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Content-Length: 443

Date: Mon, 14 Apr 2014 01:08:38 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
</LifecycleConfiguration>

<Rule>

<ID>delete objects and parts after one day</ID>
<Prefix>logs/</Prefix>

<Status>Enabled </Status>

<Expiration>

<Days>1</Days>

</Expiration>

<AbortMultipartUpload>

<Days>1</Days>

</AbortMultipartUpload>

</Rule>

<Rule>

<ID>delete created before date</ID>
<Prefix>backup/</Prefix>

<Status>Enabled </Status>

<Expiration>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate >
</Expiration>

<AbortMultipartUpload>
<CreatedBeforeDate>2014-10-11T00:00:00.000Z </CreatedBeforeDate>
</AbortMultipartUpload >

</Rule>

</LifecycleConfiguration>

REFRG :
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HTTP/1.1 200 OK

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:10 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucketi®{ErTFaElist Bucketsh G ObjectiIER.

TKEE

GET /HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

iB5k&#(Request Parameters)

GetBucket ( ListObject ) i , aJLUEBI prefix , marker , delimiterfimax-keysxglistiifRE , IR[EIEPDLER
. B, FLUETencoding-typedHiREIZRFBAIDelimiter, Marker, Prefix, NextMarkerflKeyiX&t5t2

TR,
2R

delimiter

marker

max-keys

prefix

encoding-type

32

fEid

B TMETXObjectBFHITHEFRF. FiE&
FEEENFIREE X HIdelimiterE=&F 2
BfJobjectfEN—HTER

——CommonPrefixes,

IR . FFE

HNE

igx?%%MmarkerZ}E'Eiff—HFF%E’\J%—/PFFQE‘
R[E],

HUEREY - 5B

HNME: L

PRELRIRElobjectfIR ALY , WNRAFRE , BA
79100 , max-keysEUEABEATF 1000,

HUEEE . FRFER

ZRIAE - 100

PREREIRIobject keywh/mLAprefix{E RIS, £
BERprefix&Eiald , IREIkeyH LB S
prefix,

FAERTL | FRFE

HNME: &

BEXNREINANSHI TR |, I8EmBaIZEEL,
Delimiter, Marker. Prefix, NextMarkerfQ
KeyfEFBUTF-8=4F , {Bxml 1.0FRAEARSZIEARIT—
LeIEHIFRT |, EbiNascifEMNORI10M9=FRF. XFE
Bxml LOTRERZIEHFR |, aJLABIdEE
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MWRrcER (Response Elements)

BIR

Contents

CommonPrefixes

Delimiter

EncodingType

DisplayName

ETag

ID

IsTruncated

33

encoding-typeXfix[EFIDelimiter, Marker,
Prefix, NextMarkerflKeyi#f{T4wf3.
HUEEE | FRFE

ENME - T, BIIE(E : url

172

REENREIObject metafIE2E.
it N

R 4A : ListBucketResult

WNERIERPIEE T delimiterss , NFEOSSIRE]
HINER F €& CommonPrefixesitER. 1ZITERA
BRLELAdelimiterEE |, FHEHBERIZAIobject®
FREVEER.

KR . FER

RF5 /A : ListBucketResult

E—METFObjectBF=#HITHHENFR. Fie&
FHEEIEENRIZESE X HIdelimiterEfFZ
iEJobject{EA—HITE
——CommonPrefixes,

KB FRFE

R ListBucketResult

1SR EIERPIRISFERRE. MRIEKNSE
thig%E T encoding-type , BRERHREILERFHY
Delimiter, Marker, Prefix, NextMarkerf[
KeyXLLTRH1THRAD.

KA . FFFE

RF = : ListBucketResult

Object HEENEZZF.
KA - FGER
R A : ListBucketResult.Contents.Owner

ETag (entity tag) £ Object4 FAIRHEH S
# , BFtrr—1ObjectiINE. XJFPut
ObjectiZkelIEAIObject , ETagERHENERY
MD58 ; X FEMBAEIEERIObject , ETaglER
HAAMUUID, ETagETLIAFHEEODbjectAE
BARETH. FENAPERETagkIEA
Object ABHIMD SR EIETTEE .

KA TR

LR A : ListBucketResult.Contents
BucketiliEERIEFID,

KA . FFFE

R & ListBucketResult.Contents.Owner

B SFTENEREBEIRE] ;  "true” FR
ARRERBIEEER ; "false” FRAXELIR
BT £EMER.

KB MEFRTER

BRWUE : true, false

R ListBucketResult
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Key

LastModified

ListBucketResult

Marker
MaxKeys
Name
Owner
Prefix
Size

StorageClass

I

ObjectAIKey.

KA TR

R A : ListBucketResult.Contents
Object&RE#{EAIATE].

KA - [AE

R ListBucketResult.Contents

{R1FGet BucketiERKERMAE.

KA RER I35 : Name, Prefix, Marker,
MaxKeys, Delimiter, IsTruncated, Nextmarker,
Contents

LRXFA : None

FRBAIX)RGet Bucket ( List Object ) AUEA,
KA FIEER
AN

R 4A : ListBucketResult
MROEKPAREIERORAZE.

KA . TR
R ListBucketResult

Bucket&=¢
KA FRFE
QT : ListBucketResult

{RFBucketiBEEEERMNASE.
EHY : R88 FT5m : DisplayName, ID
R : ListBucketResult

RREIERITFTARIS.
KB FRFE
Q¥R : ListBucketResult

Objectiy=FT54L.
A PR
ANt

LT A : ListBucketResult.Contents

ObjectfyfFf#LEY , BRiREER “Standard”
KA TR
R ListBucketResult.Contents

1. Object AP BEENXHmeta , EGetBucketiEKIIAEIR(E],
2. INFAIEAIBucket NMFE , BEIRELAEAGmEAETIELIEAIBucket , IR[EI404 Not

Found$&ig , $2i2f3 : NoSuchBucket,

3. MNERIEB/IHEZBucketBINIR , #R[E]403 ForbiddenfEhiR , $£1RES : AccessDenied,

4. YNRE Famax-keysHIRET E—IRFERklisting , IREIZERSMIIN—1 > <NextMarker> , 127" 4r4E

listing® LALALE AAmarker, NextMarkerspB{EATElstEERZ .

5. MM EIARS , BMfEmarkersSCRREFIRPAEE | REItBAFFEmarkerFBHIFR T—1 AT

EN. gn:Rmax-keys/\F0EATF1000 , #iR[EI400 Bad Requestifix., $&HiRAT

: InvalidArgument,

6. Fprefix , marker , delimiter2#{ A FERKEEK , IREM400 Bad Request, HiRY
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: InvalidArgument,

7. prefix , markerFSRSEMHTNETHR | SEEHKELINTF 102475,

8. tNERBprefixi@ AFEAN R |, BETLABFIL AL prefixFFLAI324 |, Bl TR IFRIFE I
HRFE, NERBEdelimiterigE / B, IREEFHRIDTRZSUGTZ THISE | 1%L TRY
FHZIREIFECommonPrefixesifsy , F3UF MBIFRISHAHF LA E R 21—
bucketfFE="object : fun/testjpg , fun/movie/001.avi, fun/movie/007.avi, HIXKE
prefixa" fun/” , MIREI=" object ; ANREINIZEdelimiters “/" , MIRES{E
" fun/testjpg” FIRIZ" fun/movie/” ; BISCIN 7 S4-RAYIZLE.

£ S

fEbucket “my_oss” WHE4 M object , BFEDHIA :

- 0SS.jpg

- fun/test,jpg

- fun/movie/001.avi
- fun/movie/007.avi

Nl

R

GET / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=

REERE :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1866

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix> </Prefix>
<Marker> </Marker>
<MaxKeys>100</MaxKeys>
<Delimiter> </Delimiter>

<IsTruncated>false</IsTruncated >

<Contents>

<Key>fun/movie/001.avi</Key>
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<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</1D>
<DisplayName>user-example </DisplayName>
</Owner>

</Contents>
<Contents>

<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z < /LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>

<ID>00220120222</1D>

<DisplayName>user-example </DisplayName>
</Owner>

</Contents>

<Contents>

<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard</StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user-example </DisplayName>
</Owner>

</Contents>
<Contents>

<Key>oss.jpg</Key>
<LastModified>2012-02-24T06:07:48.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user-example</DisplayName>
</Owner>

</Contents>

</ListBucketResult>

BRI Prefix2E)) :

GET /?prefix=fun HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:BC+0QIXVR2/ZghT7cGalykboO4M=
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REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 1464

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>fun</Prefix>
<Marker></Marker>
<MaxKeys>100</MaxKeys>
<Delimiter> </Delimiter>
<IsTruncated>false </IsTruncated >
<Contents>
<Key>fun/movie/001.avi</Key>
<LastModified>2012-02-24T08:43:07.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE&quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user_example</DisplayName >
</Owner>
</Contents>
<Contents>
<Key>fun/movie/007.avi</Key>
<LastModified>2012-02-24T08:43:27.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
</ListBucketResult>
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BREI(Eprefidldelimiter£#) :

GET /?prefix=fun/&delimiter=/ HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 08:43:27 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:DNrnx7xHk3sgysx7I8U9I9IY1vY =

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 08:43:27 GMT
Content-Type: application/xml

Content-Length: 712

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<ListBucketResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Name>oss-example</Name>
<Prefix>fun/</Prefix>
<Marker> </Marker>
<MaxKeys>100</MaxKeys>
<Delimiter>/</Delimiter>
<IsTruncated>false</IsTruncated >
<Contents>
<Key>fun/test.jpg</Key>
<LastModified>2012-02-24T08:42:32.000Z </LastModified >
<ETag>&quot;5B3C1A2E053D763E1B002CC607C5A0FE& quot; </ETag>
<Type>Normal</Type>
<Size>344606</Size>
<StorageClass>Standard </StorageClass>
<Owner>
<ID>00220120222</ID>
<DisplayName>user_example</DisplayName>
</Owner>
</Contents>
<CommonPrefixes>
<Prefix>fun/movie/</Prefix>
</CommonPrefixes>
</ListBucketResult>

Get Bucket ACLASZREEE N BucketByip iR,

TKEE

GET /?acl HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date
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Authorization: SignatureValue

MuRrcER (Response Elements)
&R

AccessControlList
AccessControlPolicy

DisplayName
Grant

ID

Owner

MM

fiER
FHEACLIERIIERS

it S

RF5 8 : AccessControlPolicy
{#72Get Bucket ACLEE R SE
A . 88

R : None

BucketfiG&EHIEFR.. (BRIFIID—EY
i,'g%” D 5

R - AccessControlPolicy.Owner

BucketfBJACLAR.

KRB | WHEFRTER

BXUE : private, public-read, public-read-
write

R M : AccessControlPolicy.AccessControlList
Bucketfi§ZHIFFID

KA FiFE
RT3 AccessControlPolicy.Owner

{RiFBucketfiBE(ERHIRE,
KA 528
L7553 : AccessControlPolicy

1. RBBucketf B E ZBeEAGet Bucket ACLIXMEO.

Nl

BRI

GET /?acl HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 04:11:23 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

RERRG :

HTTP/1.1 200 OK
x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 04:11:23 GMT
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Content-Length: 253
Content-Tupe: application/xml
Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>user_example </DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

Get Bucket LocationFBF&ZEBucketfiEl9EUEF MBS E.,

BKEE

GET /?location HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRrcE= (Response Elements)

BR fER
BucketRTERYX 12
KA S
LocationConstraint Values: oss-cn-hangzhou, oss-cn-qgingdao,

0ss-cn-beijing, oss-cn-hongkong. oss-cn-
shenzhen, oss-cn-shanghai

Mo

1. RBEBucketfHBBEE 7 BEEEBucketfLocationf58E , BNR[E403 ForbiddenfEiR fEIRED
: AccessDenied,

2. HaiLocationConstraintE%E : oss-cn-hangzhou , oss-cn-gingdao , oss-cn-beijing , oss-
cn-hongkong , oss-cn-shenzhen , oss-cn-shanghai , oss-us-west-1, oss-us-east-1, oss-
ap-southeast-1 ; SRIRIRAVNEGRESL , FREFEPLO , ILREIEHO. FEBEEHO. RYIE
fERO. EsggRP 0. EERSHESRD. EEFTRIEER UMK (FnE ) #EsO.
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N

R :

Get /?location HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNESREIZHF :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 15 Mar 2013 05:31:04 GMT
Connection: keep-alive

Content-Length: 90

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<LocationConstraint xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >oss-cn-hangzhou</LocationConstraint
>

Get Bucket Infol{EF&EEbucketfUiBX:EE., SIFNTHES :

- GUEERT A

- SMR5IE]Endpoint

- ARgizAEndpoint

- bucketfHIBEER

- bucketfJACL ( AccessControlList )

ITKIEE

GET /?bucketInfo HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR cEE (Response Elements)

2R i
EﬁBucketfﬁ%WEE’ﬂE%E
S - 2ol

BucketInfo RE A

FEa : Buckett
REA T
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RFBucketEIMERIAES
Bucket KA RER

CreationDate
ExtranetEndpoint
IntranetEndpoint

Location

Name

Owner

ID

DisplayName

AccessControlList

Grant

N

1. ANRBucket R 1FIE , IR[E4045E1R, $E5i1RFD : NoSuchBucket,

R : Bucketinfopg

Bucket@lzZATiA), ASEIHED

2013-07-31T10:56:21.000Z
KA - [jE

R : BucketInfo.Bucket

Bucketisa)ag4hiia2
i,‘é%” | FRTER

R : BucketInfo.Bucket
EIXisECSiAaBucketg P poag
=

KA TR
AN

R A : BucketInfo.Bucket
BucketFrEE+ ORI XI5,

KA . FRFER
R¥ A : BucketInfo.Bucket

Bucket&=x
KB FRFE
Q¥ : BucketInfo.Bucket

BFEHBucketiiE & =EM
PR

AR . B8

R E : BucketInfo.Bucket

Bucketii&&ERIAFID,
i’%% D 5

X-Ijl\\\
: BucketInfo.Bucket.Owner

BucketiiBERIBFR (BEIFD
ID—%9).
j,%%” D Y ER

X-Ijl\\\
: BucketInfo.Bucket.Owner

FEACLIERIARE
KA - 7558
R¥E : BucketInfo.Bucket

BucketAJACLIR,

HKE . EFRTER

BWE : private, public-
read, public-read-write

: BucketInfo.Bucket.AccessC

ontrolList
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2. RBBucketfUBEE 7 8EEEBucketfIER , BNIR[EI403 Forbiddenf&iR faiRt5
: AccessDenied,
3. IBRATLUMFEA—1OSSHIENndpointA&ite,

Nl

R

Get /?bucketInfo HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Sat, 12 Sep 2015 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51INNHD39zXw=

FEhERENBucket{S B AR E]F

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 531

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketInfo>
<Bucket>
<CreationDate>2013-07-31T10:56:21.000Z </CreationDate >
<ExtranetEndpoint>oss-cn-hangzhou.aliyuncs.com </ExtranetEndpoint>
<IntranetEndpoint>oss-cn-hangzhou-internal.aliyuncs.com </IntranetEndpoint>
<Location>oss-cn-hangzhou</Location>
<Name>oss-example</Name>
<Owner>
<DisplayName>username </DisplayName>
<ID>271834739143143</ID>
</Owner>
<AccessControlList>
<Grant>private</Grant>
</AccessControlList>
</Bucket>
</BucketInfo>

FEATFERBucketiSBER BRG] :

HTTP/1.1 404

x-o0ss-request-id: 534B371674E88A4D8906009B
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
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<Error>
<Code>NoSuchBucket</Code>
<Message>The specified bucket does not exist.</Message>
<Requestld>568D547F31243C673BA14274</Requestld>
<Hostld>nosuchbucket.oss.aliyuncs.com</Hostld >
<BucketName>nosuchbucket</BucketName>

</Error>

REGEERBRIGEIRIBucketSRANREIRA :

HTTP/1.1 403

x-oss-request-id: 534B371674E88A4D8906008C
Date: Sat, 12 Sep 2015 07:51:28 GMT
Connection: keep-alive

Content-Length: 209

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<Code>AccessDenied</Code>
<Message>AccessDenied </Message>
<Requestld>568D5566F2D0OF89F5COEB66E </Requestld >
<Hostld>test.oss.aliyuncs.com</Hostld >

</Error>

Get Bucket Logging BF&E&BucketiUinR HSEE B,
SR
BRIBE

GET /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

gRrcE= (Response Elements)

BIR 172

HRHERSERIEE
KA AEE
“Fit: LoggingEnabled
RitE: T

B EHEENERE, XNTEEAENEE X
AR AT
LoggingEnabled KA 7588
FITE: TargetBucket, TargetPrefix
RJTE: BucketLoggingStatus

TargetBucket IBEFRRR HEAIBucket,

BucketLoggingStatus
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TargetPrefix

I

Tk
RITE: BucketLoggingStatus.LoggingEnabled

IEEREWRFINIE B ESUFRIE,

KA =

F752: None

Rt BucketLoggingStatus.LoggingEnabled

1. AR Bucket R EE , iR[E]404 no contentiEiR. (E21RAY : NoSuchBucket,
2. RBBucketiUBE 7 8EEEBucketiihIR HERE BN , BNRE403 Forbiddeni&iR $H1=3

: AccessDenied,

3. ANERIFEBucket=RKiZgELoggingfN , OSSBFARE—MXMLEBERA , BEHH

BucketLoggingStatusTtE= A=,

Nl

=5

Get /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 04 May 2012 05:31:04 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

BiRELOGHNASREIZF :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 210

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<BucketLoggingStatus xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LoggingEnabled>
<TargetBucket>mybucketlogs</TargetBucket>
<TargetPrefix>mybucket-access_log/</TargetPrefix>
</LoggingEnabled>
</BucketLoggingStatus>

RIRELOGRNIAR BTG :

HTTP/1.1 200
x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 04 May 2012 05:31:04 GMT
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Connection: keep-alive
Content-Length: 110
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<BucketLoggingStatus xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >

</BucketLoggingStatus>

Get Bucket Websitetl2{EFF&EEbucketfUEESMIITEIRZS,

KB

GET /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

MR rcE (Response Elements)
=

ErrorDocument

IndexDocument

Key

Suffix

WebsiteConfiguration

Mo

A
FroEKeylIRTTE

KA 7558
RJtZ: WebsiteConfiguration

FITERSUffixBIRITE.
KA NEE
RITE: WebsiteConfiguration

IR[E]404551RAT{SEFARY ST 442

KELFREE QT
WebsiteConfiguration.ErrorDocument
BEM : KErrorDocumentig Bt , HE

IR[EHRURLEHRIIAERS UGS |, AEAT , B
RE2EEE"/". HUIERSIXHHRER

index.html , Mif5[E):08s-Cn-
hangzhou.aliyuncs.com/mybucket/mydir/iX#£
TEKRIBHRENAEBE 2 FiiEloss-cn-
hangzhou.aliyuncs.com/mybucket/index.html
KELFRFER

RJtZ: WebsiteConfiguration.IndexDocument

BRI EE
KB . N
RTHR T

1. AR Bucket R EE , IR[E]404 no contentiiR, ££iRF5 : NoSuchBucket,
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RBEBucketfyiBE 7 8EEEBucketlIFRSMULIEENRZ , BNKR[EI403 Forbidden&iR {8
: AccessDenied,

3. MNRIFEBuckeRIREFHSMILFEETNRE , OSSHIREI40455IR | FHIRID
: NoSuchWebsiteConfiguration,

Nl

R

Get /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRELOGHNESREIZE :

HTTP/1.1 200

x-o0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<WebsiteConfiguration xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<IndexDocument>
<Suffix>index.html</Suffix>

</IndexDocument>

<ErrorDocument>

<Key>error.html</Key>

</ErrorDocument>

</WebsiteConfiguration>

RIKELOGHNIHIIE [El77~6

HTTP/1.1 404

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>NoSuchWebsiteConfiguration</Code>
<Message>The specified bucket does not have a website configuration.</Message>
<BucketName>oss-example </BucketName>
<Requestld>505191BEC4689A033D00236F </Requestld >
<Hostld>oss-example.oss-cn-hangzhou.aliyuncs.com </Hostld >

</Error>
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Get Bucket ReferertZ{EFF&EEbucketfRefereriBXEIE., Bucket Refererfh:iRsEE R ILOSSHESE.
SN Y
lﬁgzlnlf

GET /?referer HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

A TcE (Response Elements)

B i)
{RTFRefererfit ENERID =S
7&9?-'.] §%§
RefererConfiguration ?'{55 AllowEmptyRefereris m.
RefererListTim
/\'H'““ 9:
fEEE T tFreferer=E ATHIBKIAIE,
KA - MRt Sl - = TS
AllowEmptyReferer ’-T?uﬁié%ﬁ% BE : true T, false FINE

RT3 : RefererConfiguration

RzreferenFEE EAVEEE,
7 75

RefererList R : RefererConfiguration

FT5 3 : Referer

EE—%Krefereriflalm A,
Referer LR . TR
R : RefererList

T

1. AR Bucket R EE | IR[EI4045E51R, $EIRAS : NoSuchBucket,
2. RBBucketfUiHBEE A sEEEBucketiRefererftBEE. , BNRME403 ForbiddentEiR $5i=R15
: AccessDenied,

3. IR BucketkiH TReferertBXELE , OSSEIREEIARIAlIlowEmMptyReferer{EF1ZSAIRefererList,

Nl

R

Get /?referer HTTP/1.1
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Host: oss-example.oss.aliyuncs.com
Date: Thu, 13 Sep 2012 07:51:28 GMT
Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BUuG4ArRK+zNhH1AcF51INNHD39zXw=

SigERefererfINIANRERG :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true</AllowEmptyReferer >
<RefererList>
<Referer> http://www.aliyun.com </Referer>
<Referer> https://www.aliyun.com</Referer>
<Referer> http://www.*.com</Referer>
<Referer> https://www.?.aliyuncs.com</Referer>
</RefererList>
</RefererConfiguration>

FigBERefererlMESRE G :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Thu, 13 Sep 2012 07:56:46 GMT
Connection: keep-alive

Content-Length: 308

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<RefererConfiguration>
<AllowEmptyReferer>true </AllowEmptyReferer >
< RefererList />

</RefererConfiguration>

Get Bucket LifecycleFIF&ZEBucketfiLifecyclefit &.
== \Es
BXRIFE

GET /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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IO

1. BBucketfUifBEE 7 BeEBBucketfLifecycleficE , ZTNR[E403 ForbiddeniEiR fEiRA3
: AccessDenied,

2. AN BucketdyLifecycle A F7E |, iIR[E1404 Not Foundf&iR | $8i=A3 : NoSuchBucketz};
NoSuchlLifecycle,

Nl

=5

Get /?lifecycle HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Date: Mon, 14 Apr 2014 01:17:29 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

gig&LifecyclefSiREITA :

HTTP/1.1 200

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 255

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<LifecycleConfiguration>
<Rule>
<ID>delete after one day</ID>
<Prefix>logs/</Prefix>
<Status>Enabled </Status>
<Expiration>
<Days>1</Days>
</Expiration>
</Rule>
</LifecycleConfiguration>

FigELifecyclefiREH :

HTTP/1.1 404

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:29 GMT
Connection: keep-alive

Content-Length: 278

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<Error>
<BucketName>oss-example </BucketName>
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<Code>NoSuchLifecycle</Code>

<Message>No Row found in Lifecycle Table.</Message>

<Requestld>534B372974E88A4D89060099 </Requestld >

<Hostld> oss-example.oss.aliyuncs.com</Hostld >
</Error>

Delete BucketFHTFIRE N Bucket,
\E \! :
=P lan:_"lf

DELETE / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. AN BucketAR~FE |, iR[E404 no contentfdiR, $HIRAS : NoSuchBucket,

2. FTBLIEIRMMBRASARLE | OSSAFITFRFMBR— N E=HIBucket,

3. ARIREMBR— N AZHIBucket |, IR[E]409 ConflictiiR | $EiRAD : BucketNotEmpty,

4. REBucketiURBEE A seMIBRXMBucket, ANFRIXEMPR—NSBEXIRANRAIBucket , 1R[E]403

Forbiddenf&iR. f&i=A3 : AccessDenied,

ANl

ERTE

DELETE / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:31:04 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:ceOEyZavKY4QcjoUWYSpYbJ3naA=

REFRG :

HTTP/1.1 204 No Content

x-0ss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:31:04 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Logging##{ERFXibucketizial HEICRINEE,
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KIS

DELETE /?logging HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

T

1. WNERBucket~FE , iR[E]404 no contentfEiz | $51=F9 : NoSuchBucket,

2. RBBucketfyBEE A BEXFBucketif HEIERIIEE. MRAERRE—NRBETRN
Bucket , OSSjx[E]403 Forbiddenf&iz , $&1=9 : AccessDenied,

3. tNER BtrBucketFFigEFELoggingIhge , BARIREIHTTPIRZEES 204,

Nl

i gl

DELETE /?logging HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:35:24 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REFRA

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:35:24 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Delete Bucket Websitet{EFBTFXFbucketfIgaSsmMubitEatEzt,
S YF/Y
=P 13|=|:_"l£

DELETE /?website HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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IO

1. Y0ERBucketA~1F{E , R[A404 no contentt&iR |, (21288 : NoSuchBucket,
2. REBucketiyiiB & 786X FBucketlIESMutitE RN, MNRIXERE— M EFIRY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i=8 : AccessDenied,

Nl

=5

DELETE /?website HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

IRERRG :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

iBidDelete Bucket LifecycleZiirigEBucketiyEmEHIELE.
AC Sy v TRy
BREE

DELETE /?lifecycle HTTP/1.1

Host: BucketName.oss.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. NREMIPRIEEBucketRURTE A MERAFINI, 5 , iZBuckethA=BObjectik HaifiliR.
2. AN BucketdyLifecycle A F7E , iIR[E1404 Not Found{&iR , $5i=3 : NoSuchBucketz};
NoSuchLifecycIe
RBBuckethUEBEE A sEMBRBucketfiLifecycleficE. WMRIXERF— N ABETRN
Bucket , OSSiR[E403 ForbiddenigiR , $8IRAS : AccessDenied,
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N

R :

DELETE /?lifecycle HTTP/1.1
Host: oss-example.oss.aliyuncs.com
Date: Mon, 14 Apr 2014 01:17:35 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:6ZVHOehYzxoClyxRydPQs/CnMZU=

REERE :

HTTP/1.1 204 No Content

x-oss-request-id: 534B371674E88A4D8906008B
Date: Mon, 14 Apr 2014 01:17:35 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

K TFObjectiR{E

Put ObjectFBF_L1&3044.
v
BRIEX

PUT /ObjectName HTTP/1.1

Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

&5KHeader

BIR

Cache-Control

Content-Disposition

54

70

R Objectil FEETIIRRIERTH ; B
FHATBSIBRFC2616,
SR | AT

BANE : &

EEIZObject#i FHAETHIRTR | BIFMEHRES

RFC2616,

E2 4

208
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Content-Encoding

Content-MD5

Expires
x-0ss-server-side-encryption

x-0ss-object-acl

IO

KA TR
HIME : &

IEEIZObjectii! FERTRIAERISIST. | BIFEE
NESHEERFC2616,

A FRFER

BANE : K

IRIEMINRFC 1864XEHENS ( AEIELER ) it
BEMDSESRE128LUH T |, MizEFiHt T
base644miE I— NEEHIContent-MD5{E, %15
KRBT ERESRTENNE ((BERNBREES.R
EN—E ) . BRIZIERLERNED , OSSEINA
FEERiziERLH TIREREE.

KR FER

2ANE : T

PR : To

THAAYE] ; EIFREIATESARRFC2616,
KA R

VN

AR | OSSASIHX/MEHH TRRHIFIEIE

1EEosstlEEobjectAtHIRRSS SBim N IRDE £,
KA TR
&i5{E : AES256

1ExEosstliEobjectATHIIAIRIIR.,

KA FEE

&3%&/E : public-read , private , public-read-
write

1. (NRARF _EE 7T Content-MD5iE3kk , OSS&itEbodyfdContent-MD5HGE—EME , WNRA—
3 , $%ix[EInvalidDigestf&iRAg,

2. WNRERLFE “Content-Length” {E/NFSEFRIEKIR ( body ) HERAVEHEIE , OSSIBEMIN
BUEE 14 ; EObject X/NREZETF “Content-Length” FRENAIX/)N , HitEURIBHER.

3. (NRIKAERIIAObjectiIRE XM ELFE , FEHEWNANER. AN BEFERAIF
, FIHIR[E]200 OK,

4. YNERTEPUtObjectAIRHE , #EmLAx-0ss-meta- AFIZRAYSEL , WAL —user meta , EL#x-o0ss-
meta-location, — 4 Objecta]LABZMNEURISEL , (BFFfERYuser meta@ A/ NABERBIT 8k,

5. {NRHead®;@H NI Content length£#) , £i1REl411 Length Required{&iR, R
: MissingContentLength,

6. NRIZETKE , (BRIFBEARXEEBody , EKENbody KIVNFEEXN |, [RSBE2—BEEF
, BEfltime out , iR[A]400 Bad RequestiHR. &= : RequestTimeout,

7. SR EFINAIObjectATEAIBucket A~ E(E , 1R[E]404 Not FoundigiR. $EIRAS
: NoSuchBucket,

8. tNERIXERINRIODbjectATERIBucketiRBIHIAINER , 1R[E]403 Forbiddent&iR, i3
: AccessDenied,

9. WNELFINSIHKEERBIYSG | IR[EIEIRER400 Bad Request, fEiRA3 : InvalidArgument,
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10. ANERENAIODbject keyKEAF1023%75 , iR[E]400 Bad Request, fHiRFD
: InvalidObjectName,

11. PUT—/ ObjectfyRHE , OSS3z#54 HTTP RFC26161iXHlE I Header =FE% : Cache-
Control, Expires, Content-Encoding. Content-Disposition, Content-Type, 15 &
ObjectifigE 7 iXEHeader , MiXNObject NEET , HHNAIHeaderfBE B aigE M HERTHY
E.

12. 4NER F{EObjectAHEE T x-0ss-server-side-encryption Header , MA/iS BEEENAES256 , &
N<R[E1400F0/EM fEIRERT © InvalidEncryptionAlgorithmError, 18Ei%ZHeaderf5 , @RSk
rhthiR[E[ZHeader , OSSEXT HEHIObjectFH TINZERISTEE , =X NObjectty FEET , ML
Lrh&f&x-oss-server-side-encryption , {E#IZEIZObjectiIINIZE X,

)3
Content-MD5iHE 5 EHHE

LAEERIMET9"123456789 K5t , ITEIXMFRIERIContent-MD5

IEFBRIH AL -

tEPEXNEEERRIRME

1. St EMDS IR ZiHIEeE (128647 ) ,

2. XA Tbase644wES ( TIARXI 320 FFERImD ) .

LAPythonAfilF :

TEfTERRERS

>>> import base64,hashlib

>>> hash = hashlib.md5()

>>> hash.update("0123456789")

>>> base64.b64encode(hash.digest())
'eB5eJF1ptWaXm4bijSPyxw=="

SEIR

IERBRYE : hash.digest() , ITEHBHIEEE (12847 )
>>> hash.digest()
"x\x1eA$]i\xb5Ax97\x9b\x86\xe2\x8d#\xf2\xc7'

EEREEENITE B3 2 F IR mISEHTbase644RHL,

a0 , $ERAYE : hash.hexdigest() , &SR A3 2 /=T ERIRD
>>> hash.hexdigest()

'781e5e245d69b566979b86e28d23f2c7"
EIRIAMDS{E#Tbase644RIBRMNER :

>>> base64.b64encode(hash.hexdigest())
'NzgxZTVIMjQ1ZDY5YjU2Njk30OWIANmMUyOGQyM2YyYzc="

N

R
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PUT /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Expires: Fri, 28 Feb 2012 05:38:42 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Fri, 24 Feb 2012 06:03:28 GMT

Content-Type: image/jpg

Content-Length: 344606

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[344606 bytes of object data]

REERE :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Sat, 21 Nov 2015 18:52:34 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 5650BD72207FB30443962F9A
x-0ss-bucket-version: 1418321259

ETag: "A797938C31D59EDD08D86188F6D5B872"

¥EM—/MEOSS FB7FE R objectii B —"object , AILAKRIE—NPUTIERLZOSS |, FEPUTIERLR
INJTE "x-oss-copy-source” FEEENIE, OSSEBEmFIMHXE— N CopylR{E , HEEEIRSSIRNIT
ZIR4E. ISREIRTN , MiREFHIobjectERE A, ZIRFERATEIV/NFIGBRYSY , BEN— AT
1GBRISZ4RT , w/RfFEAAMultipart Uploadi®{E , BfkIlUpload Part Copy,

BKIEE

PUT /DestObjectName HTTP/1.1

Host: DestBucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

i5kHeader
B R
ShlFEtbiE ( LAERNERER )
X-0SS-COpy-source KA . PR
VN

SNRIRObjectAIETaglEFNFAFIRLAIETaghEE
. N THENEE , FHR[EI200 ; BUIRE412
X-0ss-copy-source-if-match H#é@%ﬁéﬁ(ﬁc Tjﬁif?%ﬂgz@) ?O ANEE
KA FRFER
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X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

Xx-oss-metadata-directive

X-0ss-server-side-encryption

X-0ss-object-acl

IR cE (Response Elements)

EA

CopyObjectResult

ETag

LastModified

58

BME T

WRIRObjectAVETag(EFIFFIRIHAYETag A ESE
, MBITHE IR , FhRE200 ; BNRE304
HTTP{EIRAS ( FRAMIELNG ) .

KA TR

KNME: T

SNRENSE PRI EIE T B E M TS SEPRME
RIiE) , MUIEREESI , F7ikE200 OK ; iR
[E]412 precondition failed$&ix.

KA FRTER

BANE : &

SNRIRObjectB N FISERIRSEILUSHIESHT
 WFRATHEIURE | BUREI304 HTTPEIRES
( FRRLERSI )

A FRFER

BANE : K

B3EICOPYFIREPLACE, (NSRi%(EIZH
COPY , NFFHYObjectfimetaBMIRObject Sl
i3k ; tNERi&AIREPLACE , NIZMFREIR
ObjectfImetafd , MRAAFXRIEKRTIEEN
metafg ; EfENREI400 HTTPERTS, iE8iZ
{E5COPYHT , JBObjectfiyx-oss-server-side-
encryptionfmetalEAEHITHEN,

KB FRFER

ZHAE : COPY

B3%E : COPY. REPLACE

EEOSSQU@EH‘O bjectitAYIRSS 2R iR LRSI
S : e
B3E : AES256

{8 osstlE objectRTAIAIAIRIR.

KA . FFER

&i&(E : public-read , private , public-read-
write

1%

Copy ObjectEER
KA PRFE
HNME: &

#FObjectiYETag(E.
A PR
7t% : CopyObjectResult

#TObjecti /G HHTIAl,
KA FRIB
RJtZ : CopyObjectResult
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IO

BB

1. AJLAEIg#E IR ER LI E M E B ObjectiImetalS R,
2. IR RERYIRODbjectitbitFIEFRObjectitbittHE , MFEiEx-oss-metadata-directive A{Al{E

, S EEERREObjectlimetalS A,

. OSSSTHEHE RPN ¥ HeaderEEANRIRTLHIL , #ERLEES W Get ObjectiBFRIMAT DT

BB EFREISREHRObject G IR,
. IRObjectfNB#RObject /B FE— M EUEH L , BUIREI403 AccessDenied , fHIRERNA

: Target object does not reside in the same data center as source object,

. FETURERYITT BRI SITRObjectFREAIBucke &I —R GetiEIXEL . HIFBEHRObjectFEAY

BucketfEIN—IRPUtis=iREL , LANAERNAUFIEFAE=SIE,

ENRESRIRERL , #ELL "x-o0ss-" FFLH , FILAEINASZF/FET,
8. BIEIEIURIEHPISE T x-0ss-server-side-encryptionigdksk , FEIEKRESE ( HAES256) |, T

FTiRObject EEHTIH IR S 2SIRINZMS . BN Z /A BRObjectEBH1TIRSS B8 in NEZIRID.
FEEIRERIRAEL P2 Ex-0ss-server-side-encryption , {BFIRERKBRObjectlIINZEE
. FEIXANBEFRObject#y FERT , AL B & x-0ss-server-side-encryption , {E#IREMKIZ
ObjectfUINZEE % ; &1 RIEPRIEEX-0ss-server-side-encryptionigsksk , MFICIRObjectE
B TITIRS SRR | N2 G B RObjectEB R AR TIIRS 28 im INZ RS INZHIEIE.

. BE{Erhx-0ss-metadata-directiveiEsksk ICOPY ( BHUAE ) BT , FHAHEIEODjectfix-oss-

server-side-encryption{ , BJEI#RObject @& H 1 TIRSS e8im N Z RIS RIRIECOPYIRERBIEE 7
x-0ss-server-side-encryptioniEKLKRE,

10. HEE IR FPIEE T x-0ss-server-side-encryptionigsksk , FEIER(EIFAES256 , NiR[E]

A00FNHERIAYEEIRIRTR © InvalidEncryptionAlgorithmError,

11. INRFENAISFAR/NATLGB |, 2IR[EI400F15EIRIE « EntityToolarge,
12. R EAR B IBd AppendiBiN_ &A= Mobject,
13. NSRS RFSEEE | RIS,

Nl

PUT /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:18:48 GMT

X-0SS-copy-source: /oss-example/oss.jpg

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:gmnwPKuu20LQEjd +iPkL259A+n0=

REFRG :

HTTP/1.1 200 OK
x-oss-request-id: 559CC9BDC755F95A64485981
Content-Type: application/xml
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Content-Length: 193

Connection: keep-alive

Date: Fri, 24 Feb 2012 07:18:48 GMT
Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>

<CopyObjectResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>Fri, 24 Feb 2012 07:18:48 GMT</LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyObjectResult>

BFREEAObject , tHREERAFXT1ZO0bjectBiERNR,
e Y
BKIEE

GET /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Range: bytes=ByteRange(aJi%)

BkE&#(Request Parameters)

OSSIFRPERIXGETIEKETS , ATLABENX OSSIREIEKFA—LHeader , BIRZAAF ZIXMIGETIE R
TERSE, XtEtHeader@iE :

BFR ik

ZEOSSIRElERAIcontent-typesk
response-content-type KA R

BIAME -

®EOSSIREEXAIcontent-languagesk
response-content-language KA FEER

HNME: &

REOSSIREEKAYexpiressk
response-expires KR . FER

BINME - T

®EOSSIREEXKAIcache-controlsk
response-cache-control KA FRFE

HNME: &

’EOSSIR[EEKAIcontent-dispositionk
response-content-disposition KA FER

BANME -

RBOSSIR[EEKAIcontent-encodingsk
response-content-encoding A PR

HNME: T
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B5KkHeader

=

Range

If-Modified-Since

If-Unmodified-Since

If-Match

If-None-Match

115

BEXHEHASEE. W, RTE bytes=0-9 , &
TMEXEFOFIFEIXL0MNFHT,

KA TR
HANE : &

WIS EAYRT B B FSEPrMERaRTE) , MIIEFEEIXE
% , FiR[E]200 OK ; BNiR[EI304 not modified
KA R

BANE T

AYE#&= - GMTRTIE , f5Ia0Fri, 13 Nov 2015
14:47:53 GMT

WRENSE PRI BE T e i TS SEPRMER
BgiE) , MIEEE#ESE , FiR[EI200 OK ; FRR
[E]412 precondition failedf&i=

KA TR

ENE -

ASIEMEZ : GMTHYIE) , BI%0Fri, 13 Nov 2015
14:47:53 GMT

WRIENERERIETagFNobjecty ETaglthL , MIIE
BERXM , FRE200 OK ; FiRE412
precondition failed{&ix

KA . T

BANE : &

WRIENHIETagEF1ObjectiETagARITEL , NIIE
BRI FHRE200 OK ; BNREI304 Not
Modified

KA FFFE

ZNE : &
e \
WO
1. GetObjecti@iIrangeS A LASTHFHTmEHUE | I TFELERARIODbjectiEIN(FERIZINEE,

2. JNRFEFESLPEARangeS4] ;| WiREIHEHSE RN HRIKEMLLXREIRTSEE |, 520

: Content-Range: bytes 0-9/44 , FRRENMHKEN44 |, IORRERSEEN0-9, MRAFEE

BT , WEEERAN Y, FEAREER 1K Content-Range,
3. 8NR "If-Modified-Since” JTEPIRENREAFEE , BERREIY , FiR[E200 OK,

4. If-Modified-SincefOIf-Unmodified-SinceR] LAEIRITELE , If-Match#0If-None-Matchts ] AR

FE.

5. iR EIf-Unmodified-Since F BAFEERE R SIf-MatchHBEARS |, IR[E1412 precondition

failed

6. IR B EIf-Modified-SinceHBARF S EZ B RIf-None-MatchHBEARES , iX[E]304 Not

Modified

7. MRS HATFEIR[EI404 Not Found$gix, $51R3 : NoSuchKey,
8. OSSASTHHEERILIARIGETIERY , BITIERSHREE REIERAheader,
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9. HEENX OSSIREIEKHAI—LHeaderlt , RBIEKRAIERT) ( BIRERS/I2008T ) , OSSHA=E
BXAIheaderiZ B P GETiERk S FIEENE.

10. HiZzObject Nt TARSS e im BB INZETFAER , NAEGETERN<EaEERELAF , FEAER
RNzEkeh |, £iR[E]x-oss-server-side-encryption , E{E#XAB1ZO0bjectiVIRS _imINZEL,

11. FEBREIRSHIT GZIPEREMIAER , FEMEKAIHeaderh /RGN Accept-
Encoding:gzip , OSS&ARIE{4HHIContent-TypefISZiA/N , FIMTERIREILSEFEZEGZIP [
FEROEERE. WNEREAT GZIPE4ENA=Mretag (8. BRIOSSSZIFGZIP[E4EAICoNntent-
TypeIHTML, Javascript, CSS. XML, RSS. Json , XHKNEARANF1k,

12. (NRIHEBAFFSHHE | IREIBFHNRNS. FB , WskFContent-Length, ETag.
Content-Md5 A B#RSUHHITHER ; Last-Modified 2 BRI SHEHENSRAE | Hitas
FISHEERITTER.

13. (NSRBI AFFSHHE | AEBIRUFAFE |, R[E404 Not Found$&iR, fHIRAD
: SymlinkTargetNotExist,

14. NRHEBAFFSHHE | AEBIRUFRELRRFSHERE | IREI400 Bad requestffix, RS
: InvalidTargetType,

']
R

GET /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9)fe8=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 3a89276f-2e2d-7965-3ff9-51c875b99c41
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:38:30 GMT

Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Type: image/jpg

Content-Length: 344606

Server: AliyunOSS

[344606 bytes of object data]

Rangei&knfi :

GET //oss.jpg HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Fri, 28 Feb 2012 05:38:42 GMT

Range: bytes=100-900

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=
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REFRG :

HTTP/1.1 206 Partial Content

x-0ss-request-id: 28f6508f-15ea-8224-234e-c0ce40734b89
x-0ss-object-type: Normal

Date: Fri, 28 Feb 2012 05:38:42 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Accept-Ranges: bytes

Content-Range: bytes 100-900/344606
Content-Type: image/jpg

Content-Length: 801

Server: AliyunOSS

[801 bytes of object data]

BESREHESAERTH :

GET /oss.jpg?response-expires=Thu%2C%2001%20Feb%202012%2017%3A00%3A00%20GMT& response-content-
type=text&response-cache-control=No-cache&response-content-
disposition=attachment%253B%2520filename%253Dtesting.txt&response-content-encoding=utf-8&response-
content-language=%E4%B8%AD%E6%96%87 HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com:

Date: Fri, 24 Feb 2012 06:09:48 GMT

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
x-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 06:09:48 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "5B3C1A2E053D763E1B002CC607C5A0FE "
Content-Length: 344606

Connection: keep-alive

Content-disposition: attachment; filename:testing.txt
Content-language: 132

Content-encoding: utf-8

Content-type: text

Cache-control: no-cache

Expires: Fri, 24 Feb 2012 17:00:00 GMT

Server: AliyunOSS

[344606 bytes of object data]

FFSiEEAERTA
GET /link-to-oss.jpg HTTP/1.1
Accept-Encoding: identity

Date: Tue, 08 Nov 2016 03:17:58 GMT
Host: oss-example.oss-cn-hangzhou.aliyuncs.com
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Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:qZzjF3DUtd +yK16BdhGtFcCVknM=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 03:17:58 GMT
Content-Type: application/octet-stream
Content-Length: 20

Connection: keep-alive

x-0ss-request-id: 582143E6D3436A212ADCC87D
Accept-Ranges: bytes

ETag: "8086265EFC0211ED1F9A2F09BF462227"
Last-Modified: Tue, 08 Nov 2016 03:17:58 GMT
x-0ss-object-type: Symlink

Content-MD5: gIlYmXvwCEeOfmi8JvOYilw==

Append ObjectLUBIIBHIA R EEE. @iFAppend Objecti2/EBIEEAIObjectzA I Appendable
Object , Mi@idPut Object H{&EAJO0bjectNormal Object,

KB

POST /ObjectName?append&position=Position HTTP/1.1
Content-Length : ContentLength

Content-Type: ContentType

Host: BucketName.oss.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue

B53KkHeader

=R

Cache-Control

Content-Disposition

Content-Encoding

Content-MD5

64

fiid

BEZObject#li FEETHOMIARIEFITH ; it
HIAESHERFC2616,

KB FRFE

ZKNME : T

IEEIZObjectiiy FERTRIRTR | BIFAEAIBEMR
RFC2616,
KA e

BANE &

S Objectit FERTHIAARIIR, ; Tk
RIESHERFC2616,

KR =GR

RANE: T

RIEMIURFC 1864XHEARE ( ABELER ) It
BMDYEIRGL28LUFHUET | I%EFH1T
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Expires

X-0ss-server-side-encryption

x-0ss-object-acl

gfHeader

=R

X-0ss-next-append-position

x-oss-hash-crc64ecma

FIEMBERERIRE

base644wi3 H—NBERERIContent-MD5E, %iE
R HEFERESRTEINE ((BEERERESR
EN—E ) . BRIZIERLERED , OSSEINA
PERZIER S TR E NS E.

KA TR

VN

PR - To

THARYIE) ; EIFMmEAISSRRRFC2616,
KA B

BANE : &

fgxEosstliEobjectITAIIR S ERIm I 4RADEL £,
KR - G
&i&(E : AES256

g osstliEobjectBtHIIHEIIR,

KA 5

B3X&/E : public-read , private , public-read-
write

fiid

BB TR 2R A position, LFREFE
LETObjectikE, Append ObjectpiINiR[E]

, BiEE positionF1Object< EAILEL TS [#2HY
40948iRAT , 2B lttheader,

KA GAEERY

FBAObjecth64iICRCIH, %641 ICRCIRIE
ECMA-182REITESH,
KA : 6A{yEEEY

1. FREX— N 3EAppendable Objectif#{TAppend ObjectigfE, filtN , BEEFHE—EENormal
Objecthd , Append ObjectiEAiRE409 , $&i1RF30bjectNotAppendable,

2. JTW—NELEFEERIAppendable Objecti#{TPut Objecti®fE , BBAiZAppendable ObjectS4ERHY

ObjectB= , £BIZINormal Object,

3. Head ObjectiZ{F£iR[alx-0ss-object-type , FHFZRAFODbjectiI2EEY, IFFAppendable Objectsk

Wt , 1Z{EIAppendable, XfAppendable Object , Head Objectth &iR[E]_EiARAIx-0ss-next-

append-positionfx-oss-hash-crc64ecma,

4. Get Bucket ( List Objects ) iE3KEINIMXMLF , 2BAppendable ObjectfiTypeig /g

Appendable

5. RgefEFCopy Objectzk#EI— 1 Appendable Object , th A BENZ ERIRS S mINZNEME. &

LAfERCopy ObjectkEZAFBEENTTER.
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5o

1. URLE#JappendfpositiontgACanonicalizedResource , EBEGSEEZH.
2. URLIS# W /RE Sappend , FRIEEIXE— 1M Append ObjectiE{E.
3. URLEIISHIEm/ME & position , EfEIEEMNEEFHITIEN. BENRIEINEIERIposition/f

8.
9.

0, FEEENR/FRYposition2O0bjectfIHBIHKE. Ul , F—IXAppend ObjectiEKIiETE
positionfE0 , content-length/265536 ; B4 , £ _XAppend ObjectEEIgEposition
65536, BIRIR(ERING | IMAELEBX-0ss-next-append-positiont &R F—IRIENNAY
position,

. {0 positionAHEIZRIObjectiHKEAR—EL , OSSIRME409EIR | $HIRFD/

PositionNotEqualTolLength, &4 FIRTEIRET , FAFRILABE AR SLEBX-0ss-next-append-
position3k{§EI T—iRposition , FEXRFHITIEK.

. HPosition{E 08T , #NRiZBERERBAppendable Object , Bi&E&Appendable Objecti<E

0, iZiEREIN ; HfttlE M aPositionF10bjecti EARITEAIISHZ

. YPositionfE N0 , Bi&EREZObject’Z1E , BAAppend ObjectE]LAFIPut Objectisk—#E |, i8E

1 4lx-oss-server-side-encryptionZ 3hJi5kHeader, iX—mHInitiate Multipart Upload@—#F
B9, UNSRTEPositionIORIERET , AIN T IEREAIx-0ss-server-side-encryptionsk , BRAJSEEAY
Append ObjectlfiizsL &Rt ol & x-0ss-server-side-encryptionsk , EEXRBINZE%, LR
FEFHmeta , ALUERACopy ObjectiEsk,

- BFFHROXRE |, BMERFBpositionAYEIR T x-0ss-next-append-position , IZIERIKIARTHE

E79PositionNotEqualToLengthifs i,
Append ObjectF=4fJ0bjecti<EFRHIFIPut Object—#E,
&RAppend ObjectEfEHTIZObjectiH/FIEATIAE,

10. TEpositionfHEIEFRIER T , XWEFERIAppendable ObjectiEI—MKEAORIANS | IEER

SHEEObjectfYIRTE.

CRC6ARNITEGZC

Appendable ObjectfJCRCRAECMA-182tmkE , FIXZA9itEA—+F. FIBoost CRCEHRAIAIREN NG

typedef boost::crc_optimal <64, 0x42FOELEBA9EA3693ULL, OxffffffffffffffffULL, OxfffffffffffffffULL, true, true>
boost_ecma;

uint64_t do_boost_crc(const char* buffer, int length)

{

boost_ecma crc;
crc.process_bytes(buffer, length);
return crc.checksum();

}

FH2MAPython cremodiIAEA -

do_crc64 = cremod.mkCrcFun(0x142FOE1EBA9EA3693L, initCrc=0L, xorOut=0xffffffffffffffffL, rev=True)
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print do_crc64( "123456789" )

Nl

5

POST /oss.jpg?append&position=0 HTTP/1.1

Host: oss-example.oss.aliyuncs.com

Cache-control: no-cache

Expires: Wed, 08 Jul 2015 16:57:01 GMT

Content-Encoding: utf-8

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Wed, 08 Jul 2015 06:57:01 GMT

Content-Type: image/jpg

Content-Length: 1717

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=

[1717 bytes of object data]

REERA :

HTTP/1.1 200 OK

Date: Wed, 08 Jul 2015 06:57:01 GMT

ETag: "0F7230CAA4BE94CCBDC99C5500000000"
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

x-0ss-hash-crc64ecma: 14741617095266562575
X-0ss-next-append-position: 1717
x-oss-request-id: 559CCIBDC755F95A64485981

DeleteObject T HIBREANObject.
TS
BRIBE

DELETE /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

N

1. DeleteObjectEKXFiZObject EE SR,
2. ANRERIBRAYObject RIF(E , OSSHIRENAZSFE204 ( No Content ) ,
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3. tNERBucketA~7F7E , iX[E404 Not Found,
4. RGBT EHHE | R SiEHEES.

Nl

R

DELETE /copy_oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:45:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:zUglwRPGkbByZxm1+y4eyu+NIUs=

REFRG :

HTTP/1.1 204 NoContent

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Fri, 24 Feb 2012 07:45:28 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Delete Multiple Objectst@{EsziHFFEBIT— " HTTPiERMIEE—BucketdhfZ /N Object, Delete
Multiple Objectsi{ESTIF—IXiERARSMFRL000/NObject , FHEMFFMREIED : 1F4H(verbose)EAN
B8 (quiet)t&Ezt:

- R - OSSIREIRTERIAFEB SF—MIFRObjectiyZs
- BERRT  OSSIREIRTER AR R B SMPRIIEF HIERIObjectER | ANRATAMIFRERMINAYE , T
IRBHEE,

BKEE

POST /?delete HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: ContentLength

Content-MD5: MD5Value

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<Delete>
<Quiet>true</Quiet>
<Object>
<Key>key</Key>
</Object>

</Delete>
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B k& (Request Parameters)

Delete Multiple Objectsfit , ATLAEIT encoding-typeXtiREILZERFAIKey 1 T4MED.

2R

encoding-type

iBKT=(Request Elements)

BIR

Delete

Key

Object

Quiet

MRcE (Response Elements)

2R

Deleted

DeleteResult

Key

69

fik

BENREIRIKey#HITHB , BaIsZFurldwia.
Key(@FAUTF-8=4F , {Bxml 1.0VRHERSTIERT—
Lo RT |, EbiNasciifEMORI10M=/F, T
KeysBExml 1.OFREARSTHFAIEHIFRT , TLAUE
idtgEencoding-typeXdiREIHIKeyiHH THRAD.
HUERA | TR

EONE - T AEE - url

72

{#7FDelete Multiple ObjectiERAVAEE,

KA 528

?’iﬁ i = EZNObjectstER |, FEAIQuietTT
;)Z*-F_Tﬁ None.

HHERObjecti B =,
it IR d=c
R : Object

{FF— " ObjectSEHIAEE,
Bt NS

FR : key

R : Delete.

I =R mEEAIFK.,
KA MEFRTER

BE : true, false

ZRINE : false

R : Delete

fER
REFHAIIMBRAIObjectiIZES RS,

it NS
FHR : Key
R : DeleteResult

{®7FDelete Multiple ObjectiEREERMIESE,
it N
F1 A : Deleted

AN

R = : None
OSSHATIIFEREE/EAIODbjectB=F,



XIgFE OSS APl &%
KA YR
R : Deleted
1EERIREISERPIRIBEERIIZEE, WNRIEKSE
hig%E 7 encoding-type , BRREIIER ST
EncodingType Keyi#174mtS.

KA TR

I

Nl

1. Delete Multiple ObjectsigskiiZmEContent-LengthflContent-MD5=FE&, OSSERIEIXLE=FES
WIEEIRERAZIERN | ZFEF SHUTHIBRIEE,

2. £ Content-MD5FERRZA % : ESciEDelete Multiple ObjectiERNBLRIIMDS I E5E)—
M2FTHEE | BEZF L EERbase6dBIERT ; 18RI FFEHEIZContent-MD5FER
AEN

3. Delete Multiple ObjectsiEkEINEiF 4 (verbose)t&E,

4. f£Delete Multiple ObjectsiEsk-flfr— N FERIObject , HFAIASAZRMINAT,

5. Delete Multiple ObjectsHSHEMARRAAIF2MBIIAS , #Bid2MBAIREMalformedXMLEERHD

6. Delete Multiple ObjectsiEk&xZ iF—XHIR1000MObject ; #8iF1000ObjectiR[E]
MalformedXMLiEIR,

7. SNRFF £{£7T Content-MD5iEkKL , OSS&itEbodyfIContent-MD5HIEE—EIE , tIRA—
 , ¥ixEInvalidDigest{&iRTg,

ERGI -

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:+z3gBfnFAXxBcBDgx27Y/jEfbfu8=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>

<Quiet>false</Quiet>

<Object>
<Key>multipart.data</Key>

</Object>

<Object>
<Key>test.jpg</Key>

</Object>

<Object>
<Key>demo.jpg</Key>
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</Object>
</Delete>

REFRG :

HTTP/1.1 200 OK

x-0ss-request-id: 78320852-7eee-b697-75e1-b6db0f4849e7
Date: Wed, 29 Feb 2012 12:26:16 GMT

Content-Length: 244

Content-Type: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<DeleteResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Deleted >
<Key>multipart.data</Key>
</Deleted>
<Deleted>
<Key>test.jpg</Key>
</Deleted>
<Deleted>
<Key>demo.jpg</Key>
</Deleted>
</DeleteResult>

A :

POST /?delete HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Feb 2012 12:33:45 GMT

Content-Length:151

Content-MD5: ohhnqLBJFiKkPSBOleNaUA==

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:WuV0Jks8RyGSNQrBca64kEExJDs=

<?xml version="1.0" encoding="UTF-8"?>

<Delete>
<Quiet>true</Quiet>
<Object>
<Key>multipart.data</Key>
</Object>
<Object>
<Key>test,jpg</Key>
</Object>
<Object>
<Key>demo.jpg</Key>
</Object>
</Delete>

REFRG :
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HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Feb 2012 12:33:45 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Head Object RiREIENObjectiimetalS B , MREIXEHARZE.

TKEE

HEAD /ObjectName HTTP/1.1

Host: BucketName/oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

B5KkHeader

EA 115

SNERIEERYRT R R T SEFMESRTIE) |, MiRE200

If-Modified-Since OK#Object Meta ; BMiREI304 not modified

KA TR
HIME : &

NRENSH PR RS T EE R TS SErMER

AIE . MREI200 OKFIObject Meta ; BRR(E]
If-Unmodified-Since 412 precondition failedf&iz

KA . FFE

BIAME - T

WNRENERERIETagFNobjectdy ETaglTtED , MR
[E]200 OKF1Object Meta ; BNR[E412

If-Match precondition failedf&iz
KA . FRFE
HNME: &

ANERME NRIETag{EF10bjectiETagAITEL , MR

[E]200 OKF1Object Meta ; &B/NiR[EI304 Not
If-None-Match Modified

KA YR

VN

IO

1. MLIEEIR[EI200 OKFRIFIEFIRE] , Head ObjectEi AR EIEEMR.
2. HeadObjectsz L i@ EIf-Modified-Since, If-Unmodified-Since, If-Match , If-None-
MatchiY&EBE&M, BEARMNIESHGetObject hXIMANEIN, WRIKBER , 1X[E304 Not
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Modified,

3. ANERAF7EPUtObjectiIRHEIE A LAX-0ss-meta- A FFLiuser meta , Lbalx-oss-meta-
location , JREFEERT , IREIXLuser meta,

4. R ATFTEIR[E]404 Not Found§&iR.

5. HiZ0bject IHITIRSZ 2 imIBIMASINZEFERY , WEHeadiEXKIMLELH , iR[EX-0ss-server-
side-encryption , E{E&BIZObjectiIiR B imINZEE L.

6. WNERSHF2REYHRFSHERE . RSkHContent-Length, ETag. Content-Md5 35 BH#R34HITTE
B ; Last-Modified 2 Bir3 4 FIFFSHEEMNRAE | HYARFSEETER.

7. ARV AR EHEE | FFEBIRUSAFE | IR[EI404 Not FoundfgiR, HIRAS
: SymlinkTargetNotExist,

8. ANERIAEE AT ESEE | HEBUELEIR/FE4EE | IR[E]400 Bad requestifir. IR
: InvalidTargetType,

Nl

R :

HEAD /oss.jpg HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 07:32:52 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:JbzF2LxZUtanlJ5dLA092wpDC/E=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CC9BDC755F95A64485981
X-0ss-object-type: Normal

Date: Fri, 24 Feb 2012 07:32:52 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
ETag: "fba9dede5f27731c9771645a39863328"
Content-Length: 344606

Content-Type: image/jpg

Connection: keep-alive

Server: AliyunOSS

Get Object MetaFASSREVE M Bucket FHIEANObjectiiE Ametals 8 , B1FZObjecthETag. Size ( {4
KX\ ) . LastModified , FRREIERS.

TKEE

GET /ObjectName?objectMeta HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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1. TICIERIREIRZIFIERRE] , Get Object Metaty RRELHEIR.

2. Get Object MetaFE8 & objectMetaiazk&41 , BNIZFRGet Objectiz=K,

3. MR ATFEIREI404 Not Foundi&iR,

4. Get Object MetatgBttHead ObjectEiZ & , (WREHEEODbjectiy/ M ERAmetal5 R , BIFZ
ObjectBYETag. Size ( {&FK/N) . LastModified , EfrSizeHimiskContent-LengthB9%UEZR
e

5. NRAREFFSHER | IREFFSIHRESER.

Nl

R

GET /oss.jpg?objectMeta HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ +WwIfNmOFmgbrQO=

RELRA

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT

ETag: "5B3C1A2E053D763E1B002CC607C5A0FE"
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 344606

Connection: keep-alive

Server: AliyunOSS

Put Object ACLIECOIATFHEKObjecthiyisafpR., EBIObjectE=FMj5RAR : private, public-read,
public-read-write, Put Object ACUR{E@BIIPutiE=kHy “x-oss-object-acl” LFKIRE , XMEERE
Bucket OwnerGRRHI1T. SNSRIERERTN , MIREI200 ; BNIREHENAERISFHENMEE.

BRIEx

PUT /ObjectName?acl HTTP/1.1

X-0ss-object-acl: Permission

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue
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. \
Object ACLEENX

B R
ZACLEREENObject2AERIR , BIREZ

private ObjectfJOwnerifiBiZObjectANESIR , Eith
RFRFILE N REIFZObject
ZACLEREARE N Object2 A ERR , BIIEObject

public-read OwnerRBE1ZObjectAUiENSR , MObject
Ownerifi5iZ0bjectiNiEER R

o IZACLERBERAObject ENHIESHIR , BIFTEH

public-read-write PETZObjectiNES R
IZACLEREFE A Object 2I81EBucketiZSNRAY

default RIR , BIBucket@HARPR , Objectpi@HAN

PR

Mo

N

R :

. ObjecthisER/FEIE : GetObject , HeadObject , CopyObjectflUploadPartCopyhfidifsource

objectHiE ; ObjecttBiR{EEIE
: PutObject , PostObject , AppendObject , DeleteObject , DeleteMultipleObjects , Complet
eMultipartUploadl A} CopyObjectid#fIObjectiis.

. X-oss-object-aclHPRPRAVEVRE_ LR3FBPRH. MNREARBETF LiA3FEIRSRE , OSSIR[E400

Bad RequestiBR , $Hi=AS : InvalidArgument,

. BPAMYETLABIZ PutObject ACLEZOKiIR EObject ACL , IRRTLATEObjectiVEH#RERT , FEiERk

st Ex-oss-object-acl3igEObject ACL , R SPutObjectA ACLZ[E, fIgNPutObjectif7EiH
Ik 5 _Ex-oss-object-aclATLAFE EE—ObjectlEIRHKER MObjecthIACL,

. JWEAObjectiZ G PRIV IR N Objectft , OSSIRE] 403 ForbiddeniHE , 5125

: AccessDenied , #27%x : You do not have read permission on this object.

. SWEANObjeci @ BEBRIRHIIFEF SN Objectft , OSSiR[E] 403 ForbiddeniER , $EiR

: AccessDenied , #27% : You do not have write permission on this object.

. RBEBucket OwnersRFINRIAAPuUtObjectACLIRIEKZBucket FE N ObjecthiJACL, FEBucket

Owneri@APutObjectACLES , OSSiR[A] 403 ForbiddeniE& , $51%A5 : AccessDenied , &7~
: You do not have write acl permission on this object.

. Object ACLIt 5 =TF Bucket ACL, #5aNBucket ACLEZprivatefly , mMObject ACLEpublic-read-

writef , MHIERXMNObjectfd , ScFIETObjectBIACL , FrLARFA B &MAAIXNObjectAisIa4 bR
, BNf#EX M BucketZprivate bucket, SIRFENObject \SBRIZEITACL , MR PRIEEBucket
ACL,
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PUT /test-object?acl HTTP/1.1

X-0ss-object-acl: public-read

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

RERRG :

HTTP/1.1 200 OK

x-0ss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Object ACLABSSRENE M Bucket FHIEEANObjecthIiAEIR,

TKEE

GET /ObjectName?acl HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

IR cE (Response Elements)

2R i35
FEACLIERIAE
AccessControlList KA . Z5E8

RT3 AccessControlPolicy

{F17Get Object ACLEERAISE
AccessControlPolicy ESiCE A
755 : None

BucketfiB&ERIZR.. (HRIFIID—EY

DisplayName KB FFER
RT3 AccessControlPolicy.Owner
ObjectAYACLI R,
KA . EFRTER

Grant BXUE : private , public-read , public-read-
write
RT3 AccessControlPolicy.AccessControlList
BucketiiBGEHFFID

ID KA FRFE

R/ : AccessControlPolicy.Owner
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RFBucketifiB &5 RRIAHR.

Owner S 5
R : AccessControlPolicy

Mo

1. REBucketfyifi5 & 7 BE(#AGetObject ACLIXMEORFKENIZBucket FE/NObjectiJACL , JE
Bucket Ownerif@iz#Z R , iR[E]1403 ForbiddeniBR. f&IRES : AccessDenied , #27xYou do
not have read acl permission on this object.

2. NENFLKETNEANObjectiREIFTACL , MJFRAEGetObjectACLET , OSSIR[EIYObjectACLE R
default , Z&BAiZObject ACLiE{EBucket ACL, B] : #N5RBucketRprivatefy , MizZobjectth
privatefy ; #NERiZobjectEpublic-read-writefd , MiZobjectthpublic-read-writefd,

ANl

ERTE

GET /test-object?acl HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 29 Apr 2015 05:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:CTkuxpLAi4XZ+WwIfNmOFmgbrQ0=

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 559CCI9BDC755F95A64485981
Date: Wed, 29 Apr 2015 05:21:12 GMT
Content-Length: 253

Content-Tupe: application/xml

Connection: keep-alive

Server: AliyunOSS

<?xml version="1.0" ?>
<AccessControlPolicy>
<Owner>
<ID>00220120222</1D>
<DisplayName>00220120222</DisplayName>
</Owner>
<AccessControlList>
<Grant>public-read </Grant>
</AccessControlList>
</AccessControlPolicy>

Post ObjectfEFAHTMLEREE &4 ZlHgEbucket, PostfEAPUtiIZE | (HIEETNIEEE HETHE
bucketpkAET8E. Post ObjecthUiEELMBITZEREIET ( multipart/form-data ) 485 , 7EPut Objectiz
{EFSEOBITHTTPIEKLEIR , TEPoSHREERSHNNENIE B LA hAOR RIS,
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Post object
EXREE

POST / HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

User-Agent: browser_data

Content-Length : ContentLength

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168
Content-Disposition: form-data; name="key"

key
--9431149156168
Content-Disposition: form-data; name="success_action_redirect"

success_redirect
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

attachment;filename=o0ss_download.jpg
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

myuuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

mytag
--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

access-key-id
--9431149156168
Content-Disposition: form-data; name="policy"

encoded_policy
--9431149156168
Content-Disposition: form-data; name="Signature"

signature

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.jpg'
Content-Type: image/jpeg

file_content
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--
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R,

BR 1) W
Bucket #HEEBIAccess Key
Id,
KA YR

OSSAccessKeyld M - 7o BEMHH

PR : ZbucketdEpublic-
read-writeE ZIRHT

policy ( B¢Signature ) e
B, WRMZER R,

policy#liE T i kAIR RIS
iEtE. A& policyREBFHANE
KRBIANNRERBK , FHFEREE
JAIEpublic-read-writefd
bucket, FEiF¥HEHAESIR
5.7.4.1 Post Policy,

policy KR AR BERHH
VN ER

PRl : HbucketdEpublic-
read-writeaZ 2T
OSSAccessKeyld ( B}
Signature ) SREUEAT , WIEE
HizRRL,

fRIEAccess Key Secretfll
policyitBRIERER , OSSKE
IBZE B EENMmIIEZPostiE
KGR, BEFRAEmAEESR
5.7.4.2 Post Signature,
SR - o

Signature E;f}_:ﬁ_?_%% BEMEN
PR : ZbucketdEpublic-
read-writeE BI2H T
OSSAccessKeyld ( &
policy ) REAEAT , WIURAEZ
REALE,

RS Y=
Cache-Control, Content- RESTISSRL | ESRERIPuL

Type, Content-Disposition, i&’f?t;ﬁ$ =1peir
Content-Encoding, Expires E;D’:{E_T_;
Y - U

NHHENXARE , WREREF
NEE—ME. NEESBR
EESEEIRIZ & Content -

file Type , SBZRFHNRE. IR
OSS—IRREE_HE—/N3i4,
KA AR
VN

HESHRYobjectEFR., 1R
BEFRAR LERSUEETRME
JJobjectss , EH
${filename}Zr=. FlU0 : 0K
R EfE7324b.jpg , Mkeyls,
HEREN

key
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success_action_redirect

success_action_status

X-0ss-meta-*

X-0ss-server-side-encryption

x-0ss-object-acl

X-0ss-security-token

Juser/a/${filename} , F£ZHY
object®d A/user/a/b.jpg. 4l
R B E , NEBRSUE
BHRERER , FIINAR EETX
#a/b/c/b.jpg , MBSZHE S
b.jpg , HkeylHEIRE S
Juser/a/${filename} , TRZEHY
object®& H/user/a/b.jpg

KA FGER
HNE : &

HERINEEFimbkEEIRY
URL , tIRFIEEIZFR R , IR
EIZERH
success_action_statusZREaial
18RE. SN EEEM , OSSIR[E
IR, HAHTHEE.

KA PR

HNE :

KIEE
success_action_redirectzRER1E;
Y, iZRBISIEE 7 LIERThE
REEEFIHAVASE. &S
{E79200, 201, 204 ( BRIN ) .
WRI%IFAYE 92008 E

204 , OSSIREI— =X A4F0HE
MNAPRSES. WRIHAVER
BE9201 , OSSIREI—XMLIZ
HFI20 LIRS, ANEREEFRIR
BaERENR—MNEAE

, OSSIR[EI— N AEFN2044K
OVER

KA FIEER

ENE -

FAFfEERIuser metafE,
OSSASIE B EFRIZE.
KA FEGER

NE : &

1EEOSSBliEobjectATHIBRSS 28
IRINZIRIBEE,

KA . AR

&&{E : AES256

fgxEosstliEobjectATHYiIAIIY
PR,

KA FFFER

BiXE : public-

read , private , public-read-
write

ARG 2EERSTSIER N
A, WEEEEZIN
SecurityTokenfg9{& , [ERT
OSSAccessKeyldEEFRSZ
Eoxda9lERTAccessKeyld |, itE&
gEN, 5EREE
AccessKeyld&E&BHFH—E,
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il ==l
KNE: T
lgfizHeader
B

X-0ss-server-side-encryption

MRz TEE (Response Elements)
B

PostResponse

Bucket

ETag

Location

WD

70

WNRIBKISTE 1 x-0ss-server-side-encryptioni
fmt5 , MmN Headerh8E TiZkEE , 18AB TR
ERNINEEE.

KRB FREER

Ak
(RIFPoStIERERAIZSES.

HKE [
FT3m : Bucket, ETag, Key, Location

BucketZ#R.
KA . FRTER
R : PostResponse

ETag (entity tag) FEEMObjectERAIRHERE!
72 , Postis=klgEAYObject , ETaglERIZ
ObjectAZEFRuuid , JLABFHEEIZObject A
BERETNK,

KA T

RT3 . PostResponse

VAN

FrelEEObjectAIURL,
KA FRTER
RF5 5 : PostResponse

N

1. 1 TPostiEEERXIbucketE SR , A& bucketApublic-read-write , AILIF HEEEER &
NEKRFHZIREFHTERIUE. SPutiSEARRE , PostB{EfERIAccessKeySecretidpolicy {785
ITHTEHEEFREBRIEASignaturesREIFANE , OSSRIIEZENMAMEERNSIEN,

2. Toitbucket@& Apublic-read-write , —B F{£O0SSAccessKeyld, policy, SignatureZEaa 9T
B, NBRENRRE AETR , FRFTOSSESIREREIRS : InvalidArgument,

3. postRFIRRRFRmASVZNA "multipart/form-data” , BlheaderfiContent-Typey
multipart/form-data; boundary=xxxxxxiX#£HIfFZZ , boundary SIHRFFTE,

4. IRZFREMIURLAbuckettdZBIE] , REEFEURLFISEObject, BIERITREPOST / HTTP/1.1, &

BESRLPOST /ObjectName HTTP/1.1

5. policyfliE TiZ/RPostiiERhR BIFAIE I AE , OSSEtRIEpolicyHIMTERINAIEM , IRFEES
IREIFEIRAS : AccessDenied, TEt&Epolicy&iAMRT , policyh A RIIFRBEH AR TIOE.
6. ZEFpolicy/RfEFAUTF-84%f3 , policy 423 UTF-84mi3F1base644miBAIISON,
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/N

]

7. PostiEs R A LAB SERMOZRES, , OSSEMRIEpolicy XL R BEIHAE &AM,

8. YNRAF L2 7T Content-MD5iEKk , OSS&it&EbodyfJContent-MD5SHIGE—EME , WRA—

 , $iREInvalidDigest{&iRfg,

9. ANRPOSTIEKRFEEHeader&EREEFH URLERER , OSSASTE IEE.

10. WNRIFERPEEF L Ax-0ss-meta- AETRAIFREL , NN Iuser meta , Ebax-oss-meta-location,
—NObjecta]l LABZ MRS S , (BFfERIuser metad K/ BEBIT 8K,

11. PostiEEkHIbody SKEARRITFEIISG., HXHHKEITX , 2IREEEIRED : EntityToolarge,

12. WNER H{EHEE T x-0ss-server-side-encryption Headeri&kig, , AR EE(ENAES256 , BN
£IRE400F055IRES : InvalidEncryptionAlgorithmError, i§EiZHeaderfg , IR LPHEIR
[EliZHeader , OSS&XT LEAIObjectiH{TINZLRIBIFE . X NObjectifl FEHAT , MASLHSE
B x-oss-server-side-encryption , {E#IZEMIZObjectUINZE X,

13. REPEAX NGB , (BERERBFEAXNSEURN.

R

POST / HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Content-Length: 344606

Content-Type: multipart/form-data; boundary=9431149156168

--9431149156168

Content-Disposition: form-data; name="key"

/user/a/${filename}
--9431149156168
Content-Disposition: form-data; name="success_action_status"

200
--9431149156168
Content-Disposition: form-data; name="Content-Disposition"

content_disposition
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-uuid"

uuid
--9431149156168
Content-Disposition: form-data; name="x-oss-meta-tag"

metadata
--9431149156168
Content-Disposition: form-data; name="0OSSAccessKeyld"

44CF9590006BF252F707
--9431149156168
Content-Disposition: form-data; name="policy"

eyJleHBpcmF0aW9uljoiMjAxMyO0xMiOwMVQxMjowMDowMFoiLCJjb25kaXR 5zIjpbWyJjb250ZW50LWxlbmdOa
vl p 0aW9uljoiM;j yOxMiO QxMj iLCJjb25k pb25zIjpbWyljb250 0 Ibmd0aCl

yYW5nZSISIDASIDEWNDg1NzYwXSx7ImJ1Y2tldCI6ImFoYWhhInOsIHsiQSI6ICIhInOsey)rZXkiOiAiQUJDIn1dfQ==
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--9431149156168
Content-Disposition: form-data; name="Signature"

kZoYNv66bsmc10+dcGKw5x2PRrk=

--9431149156168

Content-Disposition: form-data; name="file"; filename="MyFilename.txt
Content-Type: text/plain

abcdefg
--9431149156168
Content-Disposition: form-data; name="submit"

Upload to OSS
--9431149156168--

REERE :

HTTP/1.1 200 OK

x-oss-request-id: 61d2042d-1b68-6708-5906-33d81921362e
Date: Fri, 24 Feb 2014 06:03:28 GMT

ETag: 5B3C1A2E053D763E1B002CC607C5A0FE

Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

Post Policy

Postigsktpolicy REHATFIIESRNEEM. policy h—EREZIFUTF-8f1base644RABAJSONIIA , 7R
T PostiEs kBRI, BRI Fpublic-read-writefbucket H1ERT , postZREAIS IEIEIRN , FfiJ3REY
FEINFE I RRFIPostiz=K,

policy7=~fl

{ "expiration": "2014-12-01T12:00:00.000Z",
"conditions": [

{"bucket": "johnsmith" },

["starts-with", "$key", "user/eric/"]

]

}

Post policyshis/fd & expirationflcondtions,

Expiration

ExpirationTHEE 7 policyAJiTHARTE) , LAISO8601 GMTHEIE . #i0” 2014-12-01T12:00:00.000Z" 1§
TE 7 PostiB kR E1E20145F12B1H 128 2 /i,
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Conditions

Conditions@—MIER , AJLARTFHEEPostERKIIFRBIHNGIAE. iR | RPEXINAERIREpolicyZ/g
TR, Bl , policy iRBERIRBIBINSZEN SN T RZAIINRESAVE. Fli0 , MRigEkeyzRE
& fuser/userl/${filename} , FAFHISZ4Z Ha.txt , WIPost policy M iR ER[ “eq” , “$key” ,

“user/userl/\${filename}" 1, MAE[ "eq” , "“$key” , "$key” , “user/userl/a.txt” ], Policydhsz#¥
AYconditionsIIIL & :

EA 115

HEHRISRAIRAR AN, ZconditionsZ

content-length-range #contion-length-rangeltEE S =,

Cache-Control, Content-Type, Content- HTTPiERL, iZconditionsTiHEHaITaCH]
Disposition, Content-Encoding, Expires starts-withICHEC 5=,
key EESHRobject&EFR,  iZconditionsZAEHEIL

EofOstarts-withPCEEA =K.

HERINEHIEEEURLIELE, ZconditionsZiEts
FPTERFOstarts-withPChg A =,

kigTEsuccess_action_redirecty , H{ERIHEH
success_action_status REMAZSHEE. ZconditionziFiaHaITEFstarts-
withLEE /5=,

FBFfgERuser meta, iZconditionsziFEHA0T
EdfOstarts-withPTEE A .

success_action_redirect

X-0ss-meta-*

SNERPostERPE S EMAIREAE , ATLUSIXELERIMIFREEINAZIpolicyfconditionsHh,conditionsAiF R
HRBER AR TEEMEE.

ConditionsPLEeS =,
ConditionsITHEeA =R, A
RBEFHEYTEHRITE conditionsHhERBRY(E,
iU WiEEkey REAVER T a : { "key” © "a" }

FRAIUER : [ "eq” , "Skey' , "a" |

FEFEVRLIEEEFR. flanigxkeydyE
Starts With WA /user/userlFFeE : [ “starts-with” ,
"$key” , "/user/userl” ]

TEERT T EABRYSI R AR /INIER/INA/N |, 5140

FERESHRN FEHFRISZMHA/NALEIL0Z5 © [ “content-
length-range” , 1, 10]

MR
F4E Post policy  § FFLE , AR § , BEERELFIS. RIZSH , JSON xi—terig

HiTEE N . FEHGAT Post policv B4 JSON FhEEHITE W =44
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\% ST

\ REHT

\" EISS

\$ ST

\b =g

\f I

\n 81T

\r [E1E3

\t IKFEHIZRAT
\UXXXX Unicode =fF

Post Signature
SFFIIERIPostiEK , HTMLEREFULME S policyfISignaturel8. policyizZHiEkPHPLEZDIFH. it
BSignaturefI BRI

1. BlEE—A UTF-8 %5380 policy.

2. %% policy #1T base64 #7t3 , E{ERIA policy REREIZENNE , BZEFENBEEERNFFE.

3. {#if AccessKeySecret SWESBHNFHFRIITER , BB EASHead FEBIITESIFER (B2
BRI FRTEEH policy BIAT )

7~ Demo

- Web inZREBEE OSS 7=fjl Demo : mEiXE

H&EE

R REEAERELLOSSHIEKhigt EMACallbacks%y , BIRSSCHIEIE, MTEIECallBackiAPI #0185
: PutObject, PostObject, CompleteMultipartUpload.

FaigsCallBack&#

CallBack&2# 2 H—EREZ I base644RiE80)sonF e , AP X EIEEEKEEIIIRS L
URL ( callbackUrl ) LAR[EERIARZ ( callbackBody ) , FARYJson=ERUNT :

224 aX

- X4 EERINROSSEItturl A& i
callbackUrl EEEER , ERSER AT
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callbackHost

callbackBody

callbackBodyType

POST , body#y
callbackBodytEEHINA. 1E
BERT , ZurlZEEmRL
"HTTP/1.1 200
OK" , body# i AJSONIE
, @Rk Content-Lengthy4Zn
AEERE , BAEE3MB,
- SEFENEERZ S url |, LA
" pEl. OSSR KRIXE
KERIE—MRERRIIAL,
- IR EEREHEEATNIA
B Ecallback,
- XHEFHTTPSHBYE,
- AT RIEERNEFR S EER
, callbackUrlZfurlfgiBabIE
, Ebanhttp://example.com/m
X.php?key=value&HXXZFR
=3B FERLAK
http://example.com/%E4%B8
%AD%E6%96%87.php?key=v
alue&%E4%B8%AD%E6%96
%87%E5%90%8D%E7%A7%
BO=%E4%B8%AD%E6%96%8
7%E5%80%BC

- KEREEERETHostskAYE

, RBEIRE T callbackUrlad

FEY.

- R EERE Elprialil
callockHost , M<f#T
callbackUrlshpgurl3Hi5#EiT
AYhostiEZsZlcallbackHosteh

- KRiEEEERERKbodyRYE

, B0

: key=$(key)&etag=9$(etag)
&my_var=$(x:my_var),

ENEE  XEHNRARTEWNT A
. BENERNEEs | CET
{EPutObjectF]
CompleteMultipartsh 2T
callback-varsf&is , £
PostObjecth NI 2EZNEE

NI ERIoT:N

- &REEEEIERAIContent-
Type , z#Fapplication/x-
www-form-urlencoded#f]
application/json , BRIAAREIE

- BNERgapplication/x-www- aJEIn
form-urlencoded , U
callbackBody=hHOZEEI5 S
SSurlfmISRYEERE , R
Japplication/json , ISR
jsontgREEPHTE,
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MfljsonBaNT

{

"callbackUrl":"121.101.166.30/test.php",
"callbackHost":"oss-cn-hangzhou.aliyuncs.com”,

"callbackBody":"{\"mimeType\":${mimeType} \"size\":${size}}",

"callbackBodyType":"application/json"

}

{

"callbackUrl":"121.43.113.8:23456/index.html",

"callbackBody":"bucket=${bucket}&object=${object}&etag=${etag}&size=${size}&mimeType=${mimeType}&image
Info.height=${imagelnfo.height}&imagelnfo.width=${imagelnfo.width}&imagelnfo.format=${imagelnfo.format}&m

y_var=${x:my_var}"

}

HrhcallbackBodysha] LUK BHRZEER , Hhimagelnfoft W FE A& , R FIEEEIEREHZ -

bucket
object

etag
size

mimeType
imagelnfo.height
imagelnfo.width

imagelnfo.format

BEXSH

BRPaLUE S callback-varS#EkEcE B EN S5,

=34

bucket

object

XiHHetag , BNREZSFAFetagF

objectk/)\ , CompleteMultipartUploadis %
“MobjectAIA/N

RWIRRE | tjpegBRRIRIRZEE Aimage/jpeg
ER=E

EREE

ER1&0 , Wjpg. png¥E

BEXSHE—"Key-ValuetIMap , BFAILIEEH CHEEISHEIXMMap, EOSSKIEPOSTREIFIEREY
AR | ISXLSEH E—T AN R RS EH—EREPOSTIERAIbody AT I EIE T 5REX.

MEREN S5 A callbackS#H A EE2—HHY , BELjsonti8K(EiE. ZjsonFRFEHME—NES
FrEBENX S HKey-ValuefMap, XBEEMEBITEIRNAHE . BREEN S Key—EELXFF
3k, B¥ORING. BRUIOSSEREHER. REAFPEEREMITEEXNSHD B axvarlflxvar2 , SR
{EH B Avaluelfiivalue? , ABASIEHRAYSoNtEZLANT -

{

"x:varl":"valuel",
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"x:var2":"(g2"
}

IR

mi&E5eRk_EiRRcallbackfcallback-varfNMa#ie g , —HEBE=MAELL0SS, ErbcallbackhiESE
, callback-vargaNiE24) , NERIREBEXSHANETLARERIcallback-varzEg, X=M7A0T :

- EURLHIETSEL,

- fEHeaderHiEmS44,

- FEPOSTiEREbody R Bla RISt S84 , FEMFAPOSTIER HEObjectiBHERBEEEFHXHTS
RIBEEEEE.

X=MHpXReEEIFEREP—F , FUOSSEIREINvalidArgumentfEiR,

EESHMTINBIOSSHIE RS |, EEEE EiEnjsonFF R Ebase64iwiy , AGIREBAITHI T EMINE
OSSHYIEXF :

- INERTEURLPET SN, $Bcallback=[CallBack]gkZ& callback-var=[CallBackVarl{Es— url&&ms
NBKREKIE., TEERCanonicalizedResourceli |, #callbackai# callback-varZffi—/ sub-
resourceit&ER

- MNEREHeaderERS2L, #Ex-o0ss-callback=[CallBack]sk#& x-oss-callback-var=[CallBackVar]{E
F— M heads NigRk &%, EITEZZCanonicalizedOSSHeadersht |, 5x-oss-callback-varkix-
oss-callbackit&EMN. TG :

PUT /test.txt HTTP/1.1

Host: callback-test.oss-test.aliyun-inc.com

Accept-ncoding: identity

Content-Length: 5

x-oss-callback-var: eyJ4Om15X3ZhcileImZvciljYWxsYmFjay10ZXNOInO=

User-Agent: aliyun-sdk-python/0.4.0 (Linux/2.6.32-220.23.2.ali1089.el5.x86_64/x86_64;2.5.4)

x-oss-callback:
eyJjYWxsYmFjalVybCI6ljEyMS40My4xMTMuODoyMzQ1Ni9pbmRIleC50dG1sliwgICJjYWxsYmFjaOJvZHkiOiJidWNrzZX
Q9JHtidWNrZXR9Jm9iamVjdDOke29iamVjdHOMZXRhZz0ke2VOYWd9JnNpemU9JHtzaXplfSZtaW1IVHIWZTOke21pb
WVUeXBIfSZpbWFnZUluZm8uaGVpZ2h0PSR7aW1hZ2VJbmZvLmhlaWdodHOmaW1hZ2VJbmZvLndpZHRoPSR7aW1
hZ2VJbmZvLndpZHRofSZpbWFnZUluZm8uZm9ybWFOPSR7aW1hZ2VJbmZvLmZvcm1lhdHOmbXIfdmFyPSR7eDpteV
92YXJ9In0=

Host: callback-test.oss-test.aliyun-inc.com

Expect: 100-Continue

Date: Mon, 14 Sep 2015 12:37:27 GMT

Content-Type: text/plain

Authorization: OSS mlepou3zr4u7bl4:5a74vhd4UXpmyuudV14Kaen5cY4=

Test

- MNRFEAPOST LEObjecthIBHEMITHRIASHSRHMER—mR | callbackSEE(ERIHIAIZREARE
SKRBFIN , dnFEAYRA
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--9431149156168
Content-Disposition: form-data; name="callback"

eyJjYWxsYmFjalVybCI6LEwLiEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwliwiY2FsbGJhY2tCb2R5ljoiZmlIsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt40nRhYmxIfSIsImNhbGx
iYWNrQmokeVR5cGUiOiJhcHBsaWNhdGlvbig4LXd3dy1mb3JtLXVybGVuY29kZWQifQ==

WRAEEENSHANE | TREE RS callback-varSHERMINBIRAET , S EEXNSEHFEFERM
MAFREBESEMIN , #EMIF , WRABFPRBEENSEHRsonf

{
"x:varl":"valuel",
"x:var2":"value2"

}

ABAPOSTIERAIRBIMAZINT

--9431149156168
Content-Disposition: form-data; name="callback"

eyljYWxsYmFjalVybCI6LEwLEwMS4xNjYuMzA60DA4My9j)YWxsYmFjay5waHAILCJjYWxsYmFjaOhvc3QiOilxMC4xMD
EuMTY2LjMwIiwiY2FsbGJhY2tCb2R5ljoiZmlsZW5hbWU9JChmaWxlbmFtZSkmdGFibGU9JHt40nRhYmxIfSISIMNhbGx
iYWNrQm9keVR5cGUiOiJhcHBsaWNhdGIvbi94LXd3dy1lmb3JtLXVybGVuY29kZWQifQ==

--9431149156168
Content-Disposition: form-data; name="x:varl"

valuel

--9431149156168
Content-Disposition: form-data; name="x:var2"

value2

BRI LAfEpolicyrifiNcallback 4 ( gNSRARINcallback , NIAISZSEMH EAEIRIE ) 40

{ "expiration": "2014-12-01T12:00:00.000Z",

"conditions": [

{"bucket": "johnsmith" },

{"callback":
"eyJjYWxsYmFjalVybCI6EwLjEwMS4xNjYuMzA60DA4My9jYWxsYmFjay5SwaHAILCJjYWxsYmFjaOhvc3QiOilxMC4xM
DEUMTY2LjMwIiwiY2FsbGJhY2tCb2R5IjoiZmlsZW5hbWU9JChmaWxlbmFtZSkiLCJjYWxsYmFja0JvZHIUeXBlIjoiYXBwb
GljYXRpb24veC13d3ctZm9ybS11lcmxlbmNvZGVkIn0="},

["starts-with", "$key", "user/eric/"],

]

}

AEEEERK
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SNSRI EERTN . OSSEARIERFRIERFHcallbackSFIBENSH ( callback-vars#l ) |, BHFENE
LAPOSTI5zURIE A N FEfRSS 25

POST /index.html HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 181

Content-Type: application/x-www-form-urlencoded
User-Agent: ehttp-client/0.0.1

bucket=callback-
test&object=test.txt&etag=D3ESFCA2DCOF896FD7CB4CB0031BA249&size=5&mimeType=text%2Fplain&imagelnf
o.height=&imagelnfo.width=&imagelnfo.format=&x:varl=for-callback-test

RE|EEZER

Eean iz FRRRSS s imR EAYEIRGERK I

HTTP/1.0 200 OK

Server: BaseHTTP/0.3 Python/2.7.6
Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json
Content-Length: 9

{"a":"b"}

R[] &SR

BEEFRIIASTS

HTTP/1.1 200 OK

Date: Mon, 14 Sep 2015 12:37:27 GMT
Content-Type: application/json

Content-Length: 9

Connection: keep-alive

ETag: "D8ESFCA2DCOF896FD7CB4CB0031BA249"
Server: AliyunOSS

x-oss-bucket-version: 1442231779
x-oss-request-id: 55F6BF87207FB30F2640C548

{"a""b"}

TETENE , WERZEECompleteMultipartUploadiX##i0iER , fERENERAZbodyHFERS (1
XMItERER ) | R LEEEREEREERERIbodyRIREIN{"a""b"} , FEXJIAMSFHIKTALIE,

[EjEEE2
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FAFig&callbacke#/s , OSSEZRBRAFI& &R callbackUrl &iXPOSTEEE KRG B IR FEIRSES. MR
SEREIREBRZ G | NRAERIERIEIBKESSZHROSSRRERYE , BBAR IR EREEAGF EEE2 KN
IEOSSHIB7.

SR

BRAEOSSImALE | RARSAIEIFRAINES |, FARINERISIER

authorization = base64_encode(rsa_sign(private_key, url_decode(path) + query_string + "\n" + body, md5))

5BH : Erhprivate_keySFAH , RBo0ssHIEE , path AEIEEKIEIRIZR , query_string HEIE=F R
, body AEIERGEEMR , FRLSRZIEHATILEAER :

BSERFMHEH  RRBERLTur#SE | I LRENEaFRES |, N E—ME%ER , N EREH
WK

SARR : ERNIAIFERFRRHTES , EBRIhashEEImdS

- BEBENERMbase6dfwis , BRIRENES , ERMEREIEERAYauthorizationskH

S

Pl

R

aaT™

POST /index.php?id=1&index=2 HTTP/1.0

Host: 121.43.113.8

Connection: close

Content-Length: 18

authorization:
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzz|2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCE8OkQDjC3uG33esH2txA==
Content-Type: application/x-www-form-urlencoded

User-Agent: ehttp-client/0.0.1

x-0ss-pub-key-url: aHROcDovL2dvc3NwdWIsaWMuYWsxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBlbQ==

bucket=yonghu-test

pathg/index.php , query_string9?id=1&index=2 , bodygbucket=yonghu-test , RERE LR}
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQGOG2SU/RaHBovRCE8OkQDjC3uG3
3esH2txA==

KFER
WS RISHEAASANIITTE | BRFIRSS ST , 9R2TT -

Result = rsa_verify(public_key, md5(url_decode(path) + query_string + "\n" + body),
base64_decode(authorization))

FERNENSERIEPHIAER , HEpublic_key SN , authorizationAEIASLFHAIEE , BANGIESE
NSRS ALALTILE
- EAERAIx-0ss-pub-key-urlSHREERIR A SR uriitiitfdbase644wi3 , FILEE T Hiflbase64f#
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ROEFEEVEI, R | BD

public_key = urlopen(base64_decode(x-oss-pub-key-urlsLH(E))

XEEEIR , APSERIEX-0ss-pub-key-urlsLAgEMRLAhttp://gosspublic.alicdn.com/a &
https://gosspublic.alicdn.com/Frsk , BREA T HRIEX/ publickey 2B OSSHARY.

- 35 Ebase64fRIEIEHIIE S

signature = base64_decode(authorizationskH(E)

- REFERFRE  ir58E—H

sign_str = url_decode(path) + query_string + "\n’ + body

- IWIFEH

result = rsa_verify(public_key, md5(sign_str), signature)

LAEGIR -

- SRENEI N TERurliteit |, AP
aHROcDovL2dve3NwdWIsaWMuYWxpY2RuLmNvbS9jYWxsYmFjal9wdWJfa2V5X3YxLnBIbQ=
=2Zidbaseb4f#BE152http://gosspublic.alicdn.com/callback_pub_key_vl.pem

- &8k
kKQeGTRccDKyHB3HIVF+xYMSrmhMZjzzI2/kdD1ktNVgbWEfYTQG0G2SU/RaHBovRCESOkQ
DjC3uG33esH2txA=={f{baseb64#5 ( BT /HARIENFRF , TEARHFERENER )

- SRESFEZ =5 |, Blurl_decode( “index.php” ) + "?id=1&index=2" + "\n" +

“bucket=yonghu-test” , F#imd5

- IIFE

Rz FRRRSSRE 7~

AT A—Epython~ffl , i@~ 7 —MERINARSSE | TERRPWIESENGE | WRfIEERE
M2CryptojZE

import httplib

import base64

import md5

import urllib2

from BaseHTTPServer import BaseHTTPRequestHandler, HTTPServer
from M2Crypto import RSA

from M2Crypto import BIO

def get_local_ip():
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try:

csock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
csock.connect(('8.8.8.8', 80))

(addr, port) = csock.getsockname()

csock.close()

return addr

except socket.error:

return "

class MyHTTPRequestHandler(BaseHTTPRequestHandler):

def log_message(self, format, *args):
return

def do_POST(self):

#get public key

pub_key_url ="

try:

pub_key_url_base64 = self.headers['x-oss-pub-key-url']
pub_key_url = pub_key_url_base64.decode('base64')

if not pub_key_url.startswith("http://gosspublic.alicdn.com/") and not
pub_key_url.startswith("https://gosspublic.alicdn.com/"):
self.send_response(400)

self.end_headers()

return

url_reader = urllib2.urlopen(pub_key_url)
#you can cache it

pub_key = url_reader.read()

except:

print 'pub_key_url : " + pub_key_url

print 'Get pub key failed!"
self.send_response(400)
self.end_headers()

return

#get authorization
authorization_base64 = self.headers['authorization']
authorization = authorization_base64.decode('base64')

#get callback body
content_length = self.headers['content-length']
callback_body = self.rfile.read(int(content_length))

#compose authorization string

auth_str ="

pos = self.path.find('?")

if -1 == pos:

auth_str = urllib2.unquote(self.path) + \n" + callback_body

else:

auth_str = urllib2.unquote(self.path[0:pos]) + self.path[pos:] + \n' + callback_body
print auth_str

#verify authorization
auth_md5 = md5.new(auth_str).digest()
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bio = BIO.MemoryBuffer(pub_key)

rsa_pub = RSA.load_pub_key_bio(bio)

try:

result = rsa_pub.verify(auth_md5, authorization, 'md5")
except:

result = False

if not result:

print 'Authorization verify failed!'
print 'Public key : %s' % (pub_key)
print 'Auth string : %s' % (auth_str)
self.send_response(400)
self.end_headers()

return

#do something accoding to callback_body

#response to OSS

resp_body = '{"Status":"OK"}'

self.send_response(200)
self.send_header('Content-Type', ‘application/json’)
self.send_header('Content-Length’, str(len(resp_body)))
self.end_headers()

self.wfile.write(resp_body)

class MyHTTPServer(HTTPServer):
def __init__(self, host, port):
HTTPServer.__init__(self, (host, port), MyHTTPRequestHandler)

if'_main__'==_name__:

server_ip = get_local_ip()

server_port = 23451

server = MyHTTPServer(server_ip, server_port)
server.serve_forever()

HUEESTRIN BRSERUT -
JavahfA
- TEdIE - RERXE
- 1IB1T5% | iEERIETjava -jar oss-callback-server-demo.jar 9000 ( 9000 TAYImE , TLAE
oHEE )
PHPRRZS:

- TEEE - SRR
-1B1773i% - BEEIApacheiME T , BAPHPASIESHIS R | IN—LHIRLHSKMTINE. FlL
AILASE B FRIEFEIR RIS
Pythonhi4s :

- TEtE : STXE
-1IB175% | IEEEEIE{Tpython callback_app_server.py , IBITIZIEF R R LA rsaflIiKif.
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Rubyh4s :
- TEdbit - REXE

-1&17753% © ruby aliyun_oss_callback_server.rb

FeBlT

WRIENcallbackei& callback-vark&ix , NEIRE4005EI1R | $EIRIDH
" InvalidArgument” , AEERIEREIELULTILE ¢

- PutObject()f1CompleteMultipartUpload()#z O surlflheaderf@AtE A\ callback(x-oss-

callback)g#Z callback-var(x-oss-callback-var)&%§

- callbackgk# callback-var(PostObject()lHFi& A callback-vars4y , EHIZEIHIRS , T

E) 2403 K (#BI5KB)

. callbacka®Zcallback-vari&§§&iTbase644mr5
- callbackal# callback-variZidbase64f#f3 e aiEATjsont&=
- callback&#i#ErfScallbackUrl=EXE & A9urliBiIFRSI (514 ) |, SHEurlPFEANBNportAE

i%& , Eean{"callbackUrl":"10.101.166.30:test", "callbackBody":"test"}

- callback&#f#tr/acallbackBody=ER %
- callbackz#f#tfrfacallbackBodyType=ERHYEARR" application/x-www-form-

urlencoded” ##&" application/json”

- callback&g#tTiEcallbackBodyFRHATEIIEAAGE , GIERIEIH${var}
- callback-var24ET e A 2TERRYjsont8=\ | FERRUSZUNGIZ A

{"x:varl":"valuel","x:var2":"value2"...}

ANERERELM , MIRE203 , $EHiRFEA" CallbackFailed” | [EAKKMARRROSSIZBKEFHANIE]
AR , AMURMARSFRKBEEIEEIEK ( LN ARSFMRERNREAEsontsz ) , B
, BT E 2N 2 T OSS

[z FAARS3 28R [E O S SHINR M 4t 5 Content-LengthfiyHeader , Body A/NRE#BIT1MB,

Put Symlink BT EIZERT S 4.

BKEE

PUT /ObjectName?symlink HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Authorization: SignatureValue
x-oss-symlink-target: TargetObjectName
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igkHeader
BR R
SRR m B,
x-oss-symlink-target KA 5

BiLE : RAERObject,

Mo

1. TargetObjectName[EObjectName—#£ , FZEURL encode,
2. FrSitER B S U RE RN R S kL.
3. IR SHEERT,
- MBI EERTFE
- MEBEBRXGRERE R
- MaEB IR EE ARG
LAESE |, #HEREIGetObjectFEFEEAIn BAr34AYAPL,
4. FHERINNHEZ TR , AFEEHERIR. SRS SRFEIY |, BRINREI200
OK.
5. ANREPutSymlinkB9RHE , #ERsLAX-0ss-meta- ARIZRAYISEL , NI Puser meta , LLUNx-0ss-
meta-location, —ObjectAILIBZMNEUNESEL , (BFiBMuser meta/s K/NABEBIZ 8K,

Nl

R

PUT /link-to-oss?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Cache-control: no-cache

Content-Disposition: attachment;filename=0ss_download.jpg

Date: Tue, 08 Nov 2016 02:00:25 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:kZoYNv66bsmc10+dcGKw5x2PRrk=
x-0ss-symlink-target: oss.jpg

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Tue, 08 Nov 2016 02:00:25 GMT
Content-Length: 0

Connection: keep-alive

x-oss-request-id: 582131B9109F4EE66CDES6A5
ETag: "0A477B89B4602AA8DECB8E19BFD447B6"

96



XIGRIFE OSS APl &%

BFREATS5HE | IR EEKRB P NZArS5HEEIENR.
vEE Y
15?214: lf

GET /ObjectName?symlink HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

g Header

2R R
x-oss-symlink-target ﬁﬁ%ﬁgﬁgﬁ’ﬂﬁﬁiﬁo
== . x

-\
Mo
1. NRFFESHEEARTFEREA04 Not Found$giR, 2R3 : NoSuchKey

ANl

ERTE

GET /link-to-oss.jpg?symlink HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 06:38:30 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:UNQDb7GapEg)CZkcde60hZ9J)fe8=

REFRG :

HTTP/1.1 200 OK

Server: AliyunOSS

Date: Fri, 24 Feb 2012 06:38:30 GMT
Last-Modified: Fri, 24 Feb 2012 06:07:48 GMT
Content-Length: 0

Connection: keep-alive

x-o0ss-request-id: 5650BD72207FB30443962F9A
x-0ss-symlink-target: oss.jpg

ETag: "A797938C31D59EDD08D86188F6D5B872"
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FTFMultipartUploadfSigfiE

BRTEIPUT ObjectizO_EESAEIOSSLAS) , OSSR 7 B E&RI——Multipart Upload, FBF

LRI RIS RER (BANRTLL) | fEAMultipart Upload &&=, 40 :

- BESHHTR LT,
- _HE#BIT100MBAR/NIISZ 14,

- MERFMIE | FIOSSHIRRSS RR < AIRTHERZ BIATFT.

- HEXHZRT , TTEE LESHRIRN,

fEEMultipart UploadtE{ (SRR , MRS RIZEOREEIOSS#IIRt— MMultipart UploadZ®4, %
EOSIRE—PMOSSIRS IR BME—HhIUpload ID , BFHRRZAXMultipart Upload={4, FBFP A LR

IBIXNDEAFRIBXARIE , th1EMultipart Upload, ZifIMultipart UploadZ,

KIEE

POST /ObjectName?uploads HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT date

Authorization: SignatureValue

B3k&#(Request Parameters)

Initiate Multipart Uploadfs , AJLAE@I IS encoding-typeXdiREIZ5RFHIKeyiH 74w,

BIR

encoding-type

B5KkHeader

EA

Cache-Control

172

IBEXIREIRIKeyi T4 , BRISIFurldHee.
KeyfEFBUTF-8=%% , 1Bxml 1L.OFREARSTIFRT—
L= |, thilascifE ORI 10M=FRT. T
KeysrBExml 1.OFREARSTHFANEHIFRT , ATLAE
=f8xEencoding-typeXdiREIFIKey 1 T4RAD.
HUERA | T

FNANE : T ANEE : url

115

BEIZObject#y FEATHIMNIIERTA ; EiFH
mIATBEERERFC2616,

KA TR
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Content-Disposition
Content-Encoding

Expires

X-0ss-server-side-encryption

MR cE (Response Elements)

=R

Bucket
InitiateMultipartUploadResult

Key

Uploadld

EncodingType

Mo

FEEIZObjectiil FERTRIRTR | BIFAEABEMR
RFC2616,
A FRFER

BANE : &

IBE1ZObject# FERTHIASMISIED ; BiFdia
RIEEHERFC2616,

KR - G

HNE

ISHARTIE) ( milliseconds ) ; BIFHEIAITESHR
RFC2616,

KR - B
HANE : &

18 E1E1Z0bjectE /N partAt{EFHIIRSS 28 im INE
MBEIL , OSS&XT HEMIE N part IR 25in
IR TS,

KA TR

&i5E : AES256

A
¥Eat— MMultipart UploadZ54a9BucketZFR

KA FFTER

R : InitiateMultipartUploadResult
{RfFInitiate Multipart UploadiEKEEERAIASES,
HKE . NEE

FT M : Bucket, Key, Uploadld

R : None

A — Multipart UploadZE{4AJO0bjectZHR

KB FEE
AN

R M : InitiateMultipartUploadResult

EE—FRnlttXMultipart Upload=443ID,

KA R

R : InitiateMultipartUploadResult
1EIBREIZSRPRIGEAEE, NRISKISE
fg%E T encoding-type , BRREILER ST
Keyi#1T4mtD,

KA R

R Bes

1. 1ZRMETENESZREHE , BN “?uploads” EJCanonicalizedResourcerh,
2. ¥IatkMultipart Uploadigsk , ST FARAERIHTTPIESKEL : Cache-Control , Content-
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Disposition , Content-Encoding , Content-Type , Expires , LAKLA “x-oss-meta-" FFkAIFEF
BENXHeaders, BASXiEEMPUT Objectiz,

3. #tattMultipart Uploadidsk , ARSI &FENEBobject,

4. IRS3RUEIFIIAMultipart UploadiEkfg , RIREI—MXMUSTANERIK, ZBERERE=1TT
Z : Bucket , Key#flUploadID, i&EiER FEFHIUploadID , LIFAFELHIMultipartfEXi2(E.,

5. #¥I8atMultipart UploadiBskidt , FHiZRE T x-oss-server-side-encryption Header , M{ENE ke
=IRElZHeader , HEE HERIE N partht , [RSBImSBE XS partd i TBmISINEZE , BHRl
OSSHRSS faim RSz 256(UmMRINERAE ( AES256 ) |, EEEMERIREI400FIHEMAYERIER

: InvalidEncryptionAlgorithmError ; £ E{EE N partid A BifI0x-oss-server-side-
encryption 5k , HIEEIZIEKLN OSSSIREI400FIHERAYEIRIET  InvalidArgument,

Nl

R :

POST /multipart.data?uploads HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:/cluRFIRWMTZpC2hTj4F67AGdM4 =

REFRG :

HTTP/1.1 200 OK

Content-Length: 230

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 42c25703-7503-fbd8-670a-bda0leaec618
Date: Wed, 22 Feb 2012 08:32:21 GMT

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<InitiateMultipartUploadResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket> multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B9894A22E5B1888A1E29F8236E2D </Uploadld >

</InitiateMultipartUploadResult>

¥ItatE— 1 "Multipart UploadZf5 , RILARIEIEERIObjectZf1Upload IDRS IR ( Part ) &R, 88—
HERPartEFE— MR RERISHES ( part number , 5BEIRE1~10,000 ) ., X¥FE—{Upload ID , 1ZEBARE
HE—IRRIX—HEE | ARR T XSRS RRIE I E. NRRBE— M partSH3 , EETHIIEL
&, BRAOSS LEBRIX N SIEBMIPartEUES AR, RTRE—HPartlis , Hfttiparts/)\/9100KB ; &

fEa—RPartix B R/NRH.

iEskiEik
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PUT /ObjectName?partNumber=PartNumber&uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date

Content-Length: Size

Authorization: SignatureValue

N

1. ERZEO _EfEPartuERT , » /A Initiate Multipart Upload#EZ[ , 3KEX—NOSSHRSS 28T A& RY
Upload ID,

2. Multipart UploadZRERERf5— 1 PartlAs) , EfAIPart K/EREEATF100KB, {E:2Upload Parti%
AHARUEIRE EEParthiy R/ (EATIEEENRE—IR) | RBEZComplete Multipart
UploadiYFHEA 24256,

3. OSS AR S5 ERimIIE PartBHEAIMD SERTEE Tag L IR EILS FAF,

4. PartSREAYSEEIRZL~10000, SNERBHXANEE , OSSKEREINvalidArgumentfYEiRE.,

5. ZAMAInitiate Multipart Upload#ZOT , 8% 7 x-0ss-server-side-encryptionigskk , M&Xd £
fERIParti# 4T INEYRAD , F1EUpload Partliizsk iR [EIx-oss-server-side-encryptionsk , EEXR
BEiZParthiUpRSZ SR imINZ &% , Bk MInitiate Multipart UploadiZ[, 6.8 T{RELGREMSIER
SRR AHIER , AR REEKI#E# Content-MD5 , OSS&IHE _HESIRIIMDS 5B EER
MD5{ELEER |, iRA—EuREINvalidDigestf&iRig,

Al
R

PUT /multipart.data?partNumber=1&uploadld=0004B9895DBBB6ECI8E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:)/IICEXEVPMmMSW86bBAfMmMUmMW;l=

[6291456 bytes data]

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

ETag: 7265F4D211B56873A381D321F586E4A9
x-oss-request-id: 3e6aba62-1eae-d246-6118-8ff42cd0c21a
Date: Wed, 22 Feb 2012 08:32:21 GMT

Upload Part Copyi@id \—NEfFIERIObjectrh# RS FE— Part, @id7EUpload PartiEkAgEA
#EIn—/"Header:x-oss-copy-sourcesRARIZIEN, 2#EN—PMAT1GBRISIHERT , #afERUpload Part
CopyRI T EHTH I, WNSRAEEIT R ME(EE I/ NF1GBRISUY , AJLAZ%E Copy Object,
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KIS

PUT /ObjectName? partNumber=PartNumber&uploadld=Uploadld HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Date: GMT Date
Content-Length: Size
Authorization: SignatureValue

X-0ss-copy-source: /SourceBucketName/SourceObjectName

X-0Ss-copy-source-range:bytes=first-last

B5KkHeader

bR T EAAviEKHeader , Upload Part Copyigski@id FitHeaderfgE#E MAYRObjectittibFiE WMATEE.

BIR

X-0SS-Ccopy-source

X-0Ss-COpy-source-range

72

SHIEMIE ( WREEERSR )
KA TR
HIME : &

TRObjecthY¥EIIBEl, 41, IRXE bytes=0-9 , &
TMEEFHOTFERXI0NER, ENENR
ObjectifAFEEZi5KHeader,

KA ;R

FOME : T

TiAiEkHeader{EFIFx-0ss-copy-sourcefgERIRObject,

BFR

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

102
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SNRIRODbjectlIETAGIEFRFIRMAIETAGHES
 WFRATHEIURME | BUREI412 HTTPIEIRES

( FRALERR ) .

KB FRFE

BANE : &

YNSRIRObject 8 N EERIRS RIS IR B HIE
BOd |, MFATHENEE ; BNIRE412 HTTPHER
9 ( TR ) .

KB FRFE

VN

INRENSE PRI B T 50 IR T S SEFRMER
BE) , NIEEERESH , FREI200 OK ; BRI
[E]412 precondition failed$&iz.

A FER

BANE : &

SNRIREObjectE NFAFIEERIRSEILUGHIESHT
 WFRATHEIURME | BUREI412 HTTPIEIRES
( ALK )

KB FRFE

HNE: L
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MR5cEE (Response Elements)

=

X-0ss-copy-source-if-match

X-0ss-copy-source-if-none-match

X-0ss-copy-source-if-unmodified-since

X-0ss-copy-source-if-modified-since

Mo

1. ARZEO _EfEPartidEal , /A Anitiate Multipart Upload#%0 , SREX—NOSSHRSZS 25U RY

Upload ID,

2. Multipart UploadZKREE— 1 PartLAsh , EftbAYPartK/\EREKF100KB, {BRUpload Parti

115

WRIRObjectAVETAGIEFIFF1RHAYETAGIESE
, MFATHEIURAE ; BRREA12 HTTPEEIRAD

( FRabERSM ) .

KA FIEER

HNME: &

ANERiFEObjectE MAFIEERIRT BILAS R BHIE
BOT , MRATHE TURIE ; BNIREI412 HTTPEEIR
3 ( FRAbIEEN ) o

KA TR

HNME: &

INRENSE PRI EIE T e IR TS SLfrMER
B8, MIEEERSE , FRE200 OK ; BNR
[E]412 precondition failedf&ix.

KA FRFE

HNME: &

ANERiFEObjectE MAFIEERIRS ELAUSHAE B0

 WHATFEIURME | BNIRE412 HTTPIEIRD
( FRALIESRIT )

KA TR
HIME : &

AHARZAIRE FEParthI R/ (AATIEEENRE—IR) | RBEZComplete Multipart

UploadiYFHEA =125,

3. F4ExEX-0ss-copy-source-rangeimkkhit , RRIEINENREODbject, HiEEIZIERKLAT , NIRE]
HEFSEABN MK EFLIRIENASERE |, fI80 : Content-Range: bytes 0-9/44 , FREA
MHKERA4 | IRENASEEN0-9. HIEEASEEATESTERETER , MENEAN Y , HER

EERFiR K Content-Range,

4. A nitiate Multipart Upload#[ORT , 8% 7 x-0ss-server-side-encryptionigsksk , M&x3 £
ERIParti#H I TINZ RS , FFEUpload PartimizskAiR[Elx-0ss-server-side-encryptionsk , E{E3%&

BRiZPartfUiRSS S8 ImINEE L . BfARInitiate Multipart Uploadiz[.
5. IZIBEREEE BT AppendiBIN L{E T F=4£EHobject,

Nl

B
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PUT /multipart.data?partNumber=18&uploadld=0004B9895DBBB6ECI98E36 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length : 6291456

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmUmMW;|I=
X-0SS-copy-source: /oss-example/ src-object
X-0Ss-copy-source-range:bytes=100-6291756

IREE:

HTTP/1.1 200 OK

Server: AliyunOSS

Connection: keep-alive

x-0ss-request-id: 3e6aba62-1leae-d246-6118-8ff42cd0c21a
Date: Thu, 17 Jul 2014 06:27:54 GMT'

<?xml version="1.0" encoding="UTF-8"?>

<CopyPartResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<LastModified>2014-07-17T06:27:54.000Z </LastModified>
<ETag>"5B3C1A2E053D763E1B002CC607C5A0FE" </ETag>
</CopyPartResult>

TS EEEREPartEp_ HE5ERIE , WA Complete Multipart Upload APISRSEREENSZ4AIMultipart
Upload, EHUTIZIRIERT , B URHFrEEAIEIREPartfI7IZ ( @iEpartSHEFIETAG ) ; OSSKEIFR
FiRRZMPartfIRE , fF—WIEE M UEPartiIE . SFBRIEEEPartiGIEEIYfE , OSSIHEX LR
partA&— N 5eEAI0bject,

KIEE

POST /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Content-Length: Size

Authorization: Signature

<CompleteMultipartUpload>

<Part>
<PartNumber>PartNumber</PartNumber>
<ETag>ETag</ETag>

</Part>

</CompleteMultipartUpload>

iBk&#(Request Parameters)

Complete Multipart Uploadit , AJLUEIZ encoding-typeXdiREIZ5 R FRIKey i1 T4R3.
B fiEx
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EEREIRKey#1T4RA5 , BRI FUrlRiD.,

KeyfSFAUTF-84F , {Bxml 1L.OFRERSTIERIT—

L= | tilascifEMORI10M=FRF, 3T
encoding-type Keysr & &xml LOTREARSIFIIEFIFRF |, aILAE

gEEencoding-typeXtiREIRIKeyFH  THRD.

B T

EOMNME - & ANEE - url

iBEKTT=(Request Elements)

E2L ik
{RFZComplete Multipart UploadiZask I BHIE2S

CompleteMultipartUpload KA B8

Fm M EE 1 PartitE

REUHR %

PartpiIh L1EfE , OSSIREIRVETaglE.
ETag KB R

RT3 Part

RFEE LEPartiERNESR.

BN

Part F M : ETag, PartNumber
R : InitiateMultipartUploadResult
Part#iH.

PartNumber KT - BB

R : Part

R cEE (Response Elements)

2R A
BucketZ#R,
Bucket KB FFER

R : CompleteMultipartUploadResult
{#7FComplete Multipart UploadiERERAIE 28

o

CompleteMultipartUploadResult A 588
FT5 M : Bucket, Key, ETag, Location
ANt

R : None

ETag (entity tag) FEENObjectERAIRHERE I
# , T r—1ObjectlINZ. Complete
Multipart UploadiEsk@li£#IObject , ETag{ERZ

ETag HRBSHUUID, ETagERTLAAFHEEObject A
BERETW. .
¥% D FER

T . CompleteMultipartUploadResult

#FreEEObjectAYURL,

Location e
KA TR
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Key

R : CompleteMultipartUploadResult

#FEZEObjectiyZ=F,
KA
R - CompleteMultipartUploadResult

EERIREIEERPIRIBERRIRE, MNREKRIISE
fRERE T encoding-type , FBREIRIERSST

EncodingType Keyi#1T4mtL,

KA TR
AN

RE  BEs

MW

ANl

BRI

. Complete Multipart Uploadiy , SHHABRERE—REAINRBRAIAINEBAKF100KB , HiaERF

ERHIPartlisthpE— 1 PartSiBflEtag, FTLAE LfEParthy , EFuRlR T HEICRPartSHEsh
, BFEICREX EEPartiiIifE | BRSSEFREAETaglE.

. OSS4kiEComplete Multipart UploadiEskey , S¥4—ERIR(E, TEXERAIEIA , dIREFiR

OSSz [alfusERzlia , OSSIRMERISIER M5,

. FAF1R3H9Part Listh, Part STERTLARAESRY. BN —RAIPartSH3REL | S HRAIPartSHEE

50

. OSS&h#Complete Multipart UploadigskpiIifg . izUpload IDFEZRTRL.
. A—Objecta] LARIEHABARERIUpload Id , Z4Complete—/ Upload IDf5 , iZObjectfyE it

Upload IDASZE/M,

. &V8HInitiate Multipart Upload# Rt , 8% 7 x-o0ss-server-side-encryptionigsksk , U7t

Complete Multipart Uploadfdiaizske , £iR[EIx-oss-server-side-encryption , E{E&HIZ
ObjecthiIfRSeEIRIIZ R X,

. SNRAF EZ7T Content-MD51FKL , OSS&itEbodyRIContent-MD5H 10 E X |, SNRF—

¥ , BiREnvalidDigestEiRfg,

POST /multipart.data? uploadld=0004B9B2D2F7815C432C9057C03134D4 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 1056

Date: Fri, 24 Feb 2012 10:19:18 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:8VWFhFUWmMVecK6jQIHIXMK/zMT0=

<CompleteMultipartUpload>

<Part>
<PartNumber>1</PartNumber>
<ETag>"3349DC700140D7F86A078484278075A9" </ETag>

</Part>

<Part>
<PartNumber>5</PartNumber>
<ETag>"8EFDA8BE206636A695359836FEOAOEOA" </ETag>

106



XIGRIFE OSS APl &%

</Part>
<Part>
<PartNumber>8</PartNumber>
<ETag>"8C315065167132444177411FDA149B92" </ETag>
</Part>
</CompleteMultipartUpload>

IREH:

HTTP/1.1 200 OK

Server: AliyunOSS

Content-Length: 329

Content-Type: Application/xml

Connection: keep-alive

x-0ss-request-id: 594f0751-3ble-168f-4501-4ac71d217d6e
Date: Fri, 24 Feb 2012 10:19:18 GMT

<?xml version="1.0" encoding="UTF-8"?>
<CompleteMultipartUploadResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Location>http://oss-example.oss-cn-hangzhou.aliyuncs.com /multipart.data</Location>
<Bucket>oss-example </Bucket>
<Key>multipart.data</Key>
<ETag>B864DB6A936D376F9F8D3ED3BBE540DD-3</ETag>
</CompleteMultipartUploadResult>

ZiEOTLRIER FRE#AIUpload IDFIEEIIMAMultipart UploadZ{4, Z—{*Multipart UploadZ{445
PG |, MABERERXMUpload IDMETEME , B EERIPartiiEth AR,

BKEE

DELETE /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

e
WHoth
1. frlE—Multipart Upload=4hT , aNREFTERIRLLPart{AATE L& |, BRARFIERES L
MpgIxXEPart, FrLASISREEHFABIEAER , AT HIERMOSS EvzSE , EEEA) /X Abort

Multipart Upload#.
2. WNERHEARYUpload IdATFAE , OSSKIR[E404581R | $51RA5/9 : NoSuchUpload,

N

ESRAI:
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Delete /multipart.data?&uploadld=0004B9895DBBB6ECI8E HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Wed, 22 Feb 2012 08:32:21 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:)/IICEXEVPmMmMSW86bBAfMmUmMW;|I=

IREH:

HTTP/1.1 204

Server: AliyunOSS

Connection: keep-alive

x-oss-request-id: 059a22ba-6ba9-daed-5f3a-e48027df344d
Date: Wed, 22 Feb 2012 08:32:21 GMT

List Multipart Uploadsa] LAB 5B THAIMultipart UploadS{4 , BIEEHAIIAHAIMultipart

Upload{B2%k#CompleteaiZ AbortfdMultipart Upload={f, OSSIRENBFIERFHRSSE 1000
Multipart Upload{E&. WEREIEEOSSIREDFILERNIMultipart Upload{ERAEKE | RTLATEERFIRIN
max-uploads£#{, F4b , OSSIREIZFZERFAIIsTruncatedTTRIREERIAB EH tEAYMultipart Upload,

BKEE

Get /?uploads HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iB5Xk&#(Request Parameters)

EA 1%

B— 1 HETXIObjectB=# 170 EN=FR. FiBH&

FEAIEENRIRESE—X I delimiter=FZ
delimiter [Efobject{EA—HTTE

——CommonPrefixes,

KA . R

FREIRREMultipart UploadsS4HIGR A% HE

 WIRAIKTE , BAIA91000 , max-uploadsEUE
max-uploads EELTF1000.

HKA . ZfFEH

Supload-id-marker&#—RIEFAIEER IS

RGNS, | t%upload-id-marker&#ik

RE , BRERPES | fTEObjectBFN=FHF
kev-marker KTFkey-marker2#ERIMultipart={4, | I0R

y upload-id-markerS#iigE , EILERFES

. fTEObjectBFAIFEF KT key-markerS4{

EIMultipartZ={4F10bjectZFE T key-

marker2#{{& , {BRUpload IDtbupload-id-
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marker2#{EKAIMultipart UploadsZ{4,
KA FFE
PREIR[ERobject keyALprefix{ERIZR. i+
i BiEFprefixiahy , BEkeyIISEE
P prefix,
KA TR

upload-id-marker

encoding-type

MR cE (Response Elements)

=R

ListMultipartUploadsResult

Bucket

EncodingType

KeyMarker

UploadldMarker
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Skey-marker2#—EERAREEIREIERANE
YafIE. | nSkey-markerS#RIgE , N
OSS7Z2#&upload-id-marker2#g, | a1%Rkey-
markerS#KIRE , BRERTES : TG
ObjectB=FRIFELF KT key-markerS4UERY
MultipartZ{4F10bjecta =& T key-marker£#{
{8 , {82Upload IDtYupload-id-marker£#{&
KAIMultipart UploadsZE4,

KA PR

EEMHREIRNIAEH TR | ISEmIDAIREL.
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyfEFAUTF-8=4% , {Bxml

1. OFREASTHHRIT— L= | thilasciifE M
0ZI10M=F. XFBEXmI LOFRAERSIFRESE
FF , AILAEdiEEencoding-typeXdix[ElRY
Delimiter, KeyMarker, Prefix,
NextKeyMarkerf1Keyi#{74wA3.

BUERA 2T

BAME - &

fiid

{®7FList Multipart UploadiE kRIS R,
HKE . [eg

FT5m : Bucket, KeyMarker, UploadldMarker,
NextKeyMarker, NextUploadIldMarker,
MasUploads, Delimiter, Prefix,
CommonPrefixes, IsTruncated, Upload
R : None

BucketZ#R.
KA . FFE
RT3/ ListMultipartUploadsResult

1EIBREIZSRPIRIDERAIEE, NRISKAISE
HFIEE T encoding-type , BRREIRIZER SIS
Delimiter, KeyMarker, Prefix,
NextKeyMarkerfIKeyiX Lo T4RAD.
KA iEE

R M : ListMultipartUploadsResult
FIZRAIEEIAObjectiiE.

KA FiFE

RT3 : ListMultipartUploadsResult
FZRARIRUploadIDf &,

KA . FFE
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NextKeyMarker

NextUploadMarker

MaxUploads

IsTruncated

Upload
Key
Uploadld
Initiated

DT

1. "max-uploads” 2&&AE/1000,

2. FEOSSHIRBIEREEZIRObjectEFFHFFFHY | }TFR—Object , NIIZRRIIAER , Tt/

HEF.

RT3 : ListMultipartUploadsResult

MRARSEIREISELER | IWAIERPEES
NextKeyMarkerstz , FIT#HrBR#E FRIEKRAY
KeyMarker{&.

KA FiFE

AN

RT3 : ListMultipartUploadsResult

MRARSEIREISELER | IWAIERPEES
NextUploadMarkerstz , B FiRBEE T RisKkAY
UploadMarker{g.

XA FiFE

AN

RT3 : ListMultipartUploadsResult

REIERAUpload#H.
RE B
R : ListMultipartUploadsResult

TRBBRAARXIREIRIMultipart UploadZE5R7IZE
WET, “true” RANRKBIREISIER

; "false” FRRAREEIRE T £EPER.

KA . WEFRFER BRUE : false, true

ZIAE : false

R« ListMultipartUploadsResult

{FFMultipart UploadSE{H{EEHIAEE,
KA 7588

FTr : Key, Uploadld, Initiated
R : ListMultipartUploadsResult

Atk Multipart UploadE4Hg0bjectZ =,
A FREER
RF5 8 : Upload

Multipart UploadZ4-H9ID,

KA . FFE
R Upload

Multipart UploadSE{44IsaLAYRTE.

A BEE
R Upload

3. AILAR &t sE A prefix2&0idbucketAiYobjectitfTHEERE ( FHUSIUHFREIIIEE ) .

4. List Multipart UploadsiER 3z 5HiERE41

SHABRIEIRLES

N
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R

Get /?uploads HTTP/1.1

Host:oss-example. oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 06:14:27 GMT

Authorization: OSS gnéqgrrgxo2oawuk53otfjbyc:JX75CtQqsmBBz+dcivn7kwBMvOY =

REFRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1839

Content-type: application/xml

x-0ss-request-id: 58a41847-3d93-1905-20db-ba6f561ce67a
Date: Thu, 23 Feb 2012 06:14:27 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListMultipartUploadsResult xmIns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>oss-example </Bucket>
<KeyMarker> </KeyMarker>
<UploadldMarker> </UploadldMarker>
<NextKeyMarker>oss.avi</NextKeyMarker>
<NextUploadldMarker>0004B99B8E707874FC2D692FA5D77D3F </NextUploadldMarker>
<Delimiter> </Delimiter>
<Prefix> </Prefix>
<MaxUploads>1000</MaxUploads>
<IsTruncated>false </IsTruncated >
<Upload>
<Key>multipart.data</Key>
<UploadId>0004B999EF518A1FE585B0C9360DC4C8</Uploadld>
<Initiated>2012-02-23T04:18:23.000Z </Initiated >
</Upload>
<Upload>
<Key>multipart.data</Key>
<UploadIld>0004B999EF5A239BB9138C6227D69F95 </UploadIld>
<Initiated>2012-02-23T04:18:23.000Z </Initiated >
</Upload>
<Upload>
<Key>oss.avi</Key>
<UploadId>0004B99B8E707874FC2D692FA5D77D3F </Uploadld>
<Initiated>2012-02-23T06:14:27.000Z < /Initiated >
</Upload>
</ListMultipartUploadsResult>

List Partsap < RILAD % HiigEEUpload IDFREMIFB B4 Li&ERkIhPart,

TKIEE
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Get /ObjectName?uploadld=Uploadld HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: Signature

iBXk&#(Request Parameters)

BIR

uploadld

max-parts

part-number-marker

encoding-type

MArcE (Response Elements)

B

ListPartsResult

Bucket

EncodingType

Key

Uploadld
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70

Multipart UploadZ4#9ID,
KA . EE

NE : &
HEEOSSIgR FAYER APart3 8.
KR B

ZRIAE : 1,000

fEEListhUtetafiE , RBPart NumberdlBXF
ZESEMParta 5 H,

ESINEE )
BME: E

BEMNREINNEHI TR |, IEE/mIBaI3EEL,
KeyfSEFBUTF-8=4%%F , 1Bxml 1.OFRERSTIERT—
L= #E |, EbiasciifEMORI10M=/F, T
KeyE&xml LOFRERSTHFAVEHIZRT |, FILUE
Tf8xEencoding-typeXdiREIAIKey 1 T4RAD.
HUEEA . FFRER

EONME : T, °IE ¢ url

fER
fRTFList PartiEREERAIA .

KA . REe
FT M : Bucket, Key, Uploadld,
PartNumberMarker, NextPartNumberMarker,

MaxParts, IsTruncated, Part
REM T

BucketZ#R,
KA FRFE
AN

R ListPartsResult

TERARIR [EE R TRIDERAISEEL., JIRIEKAY
SEPIEE T encoding-type , BFSIHREIZLRF
AYKeyH1T4mAT.

KB FRrE

AN

R ListPartsResult

Object&#rR,
KB R
QT : ListPartsResult

UploadZ4ID,
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PartNumberMarker

NextPartNumberMarker

MaxParts

IsTruncated

Part

PartNumber
LastModified
ETag

Size

DT

KB FRFER
Q¥ : ListPartsResult

AR ListiEERAgPart Numberigtafiis.
KA . B
AN

RFE : ListPartsResult

WRARZERBISEER , MAIEKRPEELS
NextPartNumberMarkerstz , BFiRBEE TR
BEKagPartNumberMarkerf{H.,

KA - BH

Q¥ : ListPartsResult

IRENEKRFERARIPartsH.

KR - B
R ListPartsResult

FREFEEAKIRERIList Parts55R % R4 E T,
“true” JRARKBIREILEPLER ; "false” F

TAREZIRE T £EER.

KA WEFRE BYYE | true, false

R ListPartsResult

(RFPartEEHNA=S.

KA FER

Fi M : PartNumber,LastModified, ETag, Size
RF5 M : ListPartsResult

trPartByE=.
AU ;B
R ListPartsResult.Part

Part - {&a9At A,
A HER
RT3 ListPartsResult.part

B Lf&PartiBHIETag,
KA TR
Q¥ : ListPartsResult.Part

2_{EPartk/)\,
KA - BH
R A : ListPartsResult.Part

1. List Parts3z¥Fmax-partsfpart-number-markerffiEsk 244,
2. max-partsSHRAE 1000 ; EIAET/1000,

3. FEOSSHIR I RIZRRPart ST FHFS .

4. BFMSEEHAIREHTE | FRLAARHEZList ParttiskAIEEER ( Part NumberfIETaglE ) SKREMRE

Complete MultipartfyPart7zE.

ANl

=kl
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Get /multipart.data?uploadld=0004B999EF5A239BB9138C6227D69F95 HTTP/1.1
Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 23 Feb 2012 07:13:28 GMT

Authorization: OSS gn6qrrgxo2oawuk53otfjbyc:4qOnUMc9UQWqgkz8wDqD3IIsa9P8=

RERRG :

HTTP/1.1 200

Server: AliyunOSS

Connection: keep-alive

Content-length: 1221

Content-type: application/xml

x-0ss-request-id: 106452c8-10ff-812d-736e-c865294afclc
Date: Thu, 23 Feb 2012 07:13:28 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ListPartsResult xmIns="http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Bucket>multipart_upload</Bucket>
<Key>multipart.data</Key>
<UploadId>0004B999EF5A239BB9138C6227D69F95 </UploadId >
<NextPartNumberMarker>5</NextPartNumberMarker>
<MaxParts>1000</MaxParts>
<IsTruncated>false</IsTruncated>
<Part>
<PartNumber>1</PartNumber>
<LastModified>2012-02-23T707:01:34.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9& quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>2</PartNumber>
<LastModified>2012-02-23T07:01:12.000Z </LastModified >
<ETag>&quot;3349DC700140D7F86A078484278075A9&quot; </ETag>
<Size>6291456</Size>
</Part>
<Part>
<PartNumber>5</PartNumber>
<LastModified>2012-02-23T07:02:03.000Z </LastModified >
<ETag>&quot;7265F4D211B56873A381D321F586E4A9&quot; </ETag>
<Size>1024</Size>
</Part>
</ListPartsResult>

IR (CORS) R FWEBIRHIN AR A LA A B T A ERIRIR. OSSIRMHE T CORSSZFFLATI EFIAOSSTH
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RERERIWEBN FFTER. OSSIEHZRMOSEAE EHIEEEASMIER,

Put Bucket corsiB#{EBEIEERNbucket EiIRTE—MEBIHHRRHEZ(CORS)ATAIN |, tNREMNFENBZ=EM

PUT /?cors HTTP/1.1

Date: GMT Date

Content-Length : ContentLength

Content-Type: application/xml

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>the origin you want allow CORS request from</AllowedOrigin>
<AllowedOrigin>...</AllowedOrigin>
<AllowedMethod>HTTP method </AllowedMethod >
<AllowedMethod>...</AllowedMethod >
<AllowedHeader> headers that allowed browser to send </AllowedHeader>
<AllowedHeader>...</AllowedHeader>
<ExposeHeader> headers in response that can access from client app</ExposeHeader>
<ExposeHeader>...</ExposeHeader>
<MaxAgeSeconds>time to cache pre-fight response</MaxAgeSeconds>
</CORSRule>
<CORSRule>

</CORSRule>

</CORSConfiguration >

{EKTTE ( Request Elements )

kil fik BRI
CORSHNIAYESES , &4
CORSRule bucket&zZ FiF 105N =

KA NE8
R - CORSConfiguration

SErE AL RBS L RASRTE , 7
VRS TTECRISE S A
KR, SRS A

. o BERR, AR .

AllowedOrigin o WERAYEIREG
PSR,
KR AR
R4 : CORSRule

AllowedMethod IEESVFRIBSIEIS KT %, =
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AllowedHeader

ExposeHeader

MaxAgeSeconds

CORSConfiguration

MO

1. BKikbucket2AFFECORSINRE , FrERIEIHIBEKAoriginEB A1 FDIF.
2. AT ERNFERFHERCORSIHEE , LAl M — P www.a.comBI b N S EsaY
XMLHttpRequestTIBESRIHIAOSS , EE@EIAZEOFEN LECORSHMINIEEFFE. 1ZMNEXMLIZRY

SfEiR.

3. 8 buckethICORSIRERHEZ 5 CORSNIFEER . B bucketimRZ 7IFLOFMN , LAY

iU e

( GET,PUT,DELETE,POST,HEA
D)

RF5/a : CORSRule

ZHIFEOPTIONSTRENIE S
Access-Control-Request-
HeadersikthigERIheader2
B, 1EAccess-Control-
Request-HeadersFhgEIE
A header&f it
AllowedHeaderdhE—&33 AL
NI, RFER&EZ—

" EBBCRT
KA AR
RF5 = : CORSRule

IEESIFRF MR RRE e
AYImRzSL ( Blgn—1
Javascriptfd
XMLHttpRequestdg, ) &~
FEVFER " IBECHT,

A TR

R : CORSRule

IEE N S BT B R RAYFREN

( OPTIONS ) iEKIREIEERA
ZERE , BT, —
CORSRuleEE&HZAIFHI—
AN

I -]
KAY . EEAY
Q¥ : CORSRule

BucketfgCORSHIMZ538
e il N
REm T

XML HHERZ eI 16KBR/N,

4. ZOSSWEI—PMBIEBEK ( BEOPTIONSIEK ) , RiEENbucketXINAICORSHIN |, AR THEN
FRIE, OSSEMRIGES—FRAN , FRSE—FKILEAIMNSEIFERFIRBEIXT AT
header, WSRATEMNIEBICECBINAFTIN{EDCORSHEXAIheader,

5. CORSHLUICECA AR =144 |, B5% . BKAIOriginisJRPLEE—ITAllowedOriginI , EIR
,1BKAE (GNGET , PUTE ) Bi&E OPTIONSEKAYACcess-Control-Request-Method LI MAY
75 &Pt EC—TRAllowedMethodIR , &f5 , OPTIONSiEKAJAccess-Control-Request-

i1y

i1y

iy

i

HeaderssL8 5195 NheadergB Rl —InAllowedHeaderl,
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6. WISRAIF L& 7 Content-MD5iERL , OSS&1tEbodyRContent-MD5HGE—EE , WRA—
 , ¥iREInvalidDigest{£iRfg,

Nl

s IibucketFSEEmIEE MG :

PUT /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Content-Length: 186

Date: Fri, 04 May 2012 03:21:12 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:KUSh8YMUC78M30dXqf3JxrTZHiA=

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>PUT</AllowedMethod >
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>Authorization</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.a.com</AllowedOrigin>
<AllowedOrigin>http://www.b.com </AllowedOrigin>
<AllowedMethod>GET</AllowedMethod >
<AllowedHeader> Authorization</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<ExposeHeader>x-oss-testl </ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration >

IRERRG :

HTTP/1.1 200 OK

x-oss-request-id: 50519080C4689A033D00235F
Date: Fri, 04 May 2012 03:21:12 GMT
Content-Length: 0

Connection: keep-alive

Server: AliyunOSS

Get Bucket corst{ERRTFEEISERIBucket BEIRICORSHLINI
A T A SN
BKIEE

GET /?cors HTTP/1.1
Host: BucketName.oss-cn-hangzhou.aliyuncs.com
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Date: GMT Date
Authorization: SignatureValue

WMo (Response Elements)

BIR fER
CORSHINIRIZRS , B bucket&ESAIFL05MN
CORSRule KB R

RF5r : CORSConfiguration

IEEAVFAESE AR | SUFERS N TIR

IEES N ALHIR, AERES— B
AllowedOrigin IS, SORIER " RIS

A P

Q%575 : CORSRule

IEESVFRIBSIEIE KT %,

AllowedMethod ZEAY - M1z ( GET,PUT,DELETE,POST,HEAD )
QLY . CORSRule

EHIFEOPTIONSTRENIE<S HAccess-Control-

Request-Headerssk/higiEfIheader@8 721F.

TEAccess-Control-Request-HeaderssigEHE
AllowedHeader “MheadergfwisifEAllowedHeaderd B —5& 3Rz

IR, IFER&EZ— " BERT

KB FRFER

L7551 : CORSRule

BT MR BRERFIEERImAEL (Flan—

“Mavascripthf9XMLHttpRequest ISR, RIIHFE
ExposeHeader R " BT

KA 5

LT &1 : CORSRule

SEENEREXI S E SIRAYREN ( OPTIONS ) 153K

REERNEFRE , B, —
MaxAgeSeconds CORSRuleBEHESHZAITFHI—.

KA . R

L7551 : CORSRule

BucketfgCORSHINZS 28

CORSConfiguration KA . [

I

1. AR Bucket R EE , iR[E]404 no contentiEiR. (E1RAS : NoSuchBucket,
2. RBBucketfUHEE 7 8E3REXCORSHIN , BNRE]403 Forbiddent&iR $51=F3 : AccessDenied,
3. YIRCORSHIMIAIZLE , iR[E1404 Not Found$iR , $EiRfBNoSuchCORSConfiguration,
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N

R :

Get /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Thu, 13 Sep 2012 07:51:28 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc: BuG4rRK+zNhH1AcF51NNHD39zXw=

BiRECORSHMEHRERA :

HTTP/1.1 200

x-oss-request-id: 50519080C4689A033D00235F
Date: Thu, 13 Sep 2012 07:51:28 GMT
Connection: keep-alive

Content-Length: 218

Server: AliyunOSS

<?xml version="1.0" encoding="UTF-8"?>
<CORSConfiguration>
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET </AllowedMethod >
<AllowedHeader>*</AllowedHeader>
<ExposeHeader>x-oss-test</ExposeHeader>
<MaxAgeSeconds>100</MaxAgeSeconds>
</CORSRule>
</CORSConfiguration>

Delete Bucket corsEF X FHEEBuUcketXI R AICORSIHBEH BEZSETA RN,
s
15?214:75

DELETE /?cors HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT Date

Authorization: SignatureValue

Mo

1. AR Bucket R EE , iR[E]404 no contentiEiR , $£1RAS : NoSuchBucket,
2. REBucketiyiBEE 7 8EMIb&Bucket IR AICORSHM, tNERIXERIE— N ARETFRAY
Bucket , OSSiR[E]403 Forbiddens&iR , $5i=18 : AccessDenied,
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R :

DELETE /?cors HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com

Date: Fri, 24 Feb 2012 05:45:34 GMT

Authorization: OSS gnéqrrgxo2oawuk53otfjbyc:LnM4AZ10elduZF5vGFWicOMEkVg=

REERE :

HTTP/1.1 204 No Content

x-oss-request-id: 5051845BC4689A033D0022BC
Date: Fri, 24 Feb 2012 05:45:34 GMT
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS

NEEREREBIEHIBEK Z RIS KRIE— preflightiE ( OPTIONS ) #H& EAERSKIRE , HTTPEF
headerB&HA0SSLURERR KXEIERIER. OSSHLUEIPut Bucket corsiZkFFiZBucketfy
CORS3#: , FFISCORSIBEZ /T , OSSTEUEINI S 28 preflightiE RETSARIEIR ERMNIHEE R R UFAIRIEK
. WIRA7IFERECORSIIEERBFE | IR[El403 Forbidden,

KIEE

OPTIONS /ObjectName HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Origin:Origin
Access-Control-Request-Method:HTTP method
Access-Control-Request-Headers:Request Headers

&53XHeader

B A

BERKIRE, , FARIVRISEIE K.,
Origin KA . FRIB

HNME: &

FELNERFPERENGIE.
Access-Control-Request-Method KA FEE

HNME: &

RVELIRERP AR T EERLERZ MY
headers,
Access-Control-Request-Headers SR - en

BME: E
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g Header

BR R
BERFPEEMOrigin , MRAIFANEEAE X
Access-Control-Allow-Origin SLEB,

KA FGEB

RFEKREHTTPS L |, AIRARIFZEK , WA
Access-Control-Allow-Methods BEIZLER.
KA FFE

SFEFIEheadertOIE | INSBRPER
Access-Control-Allow-Headers ;}égﬂiﬂ’gheader FREEIE , REEH
%R FFE

R EEFimlavaScriptiZFHrihialiiheadershy
Access-Control-Expose-Headers B,
KA FHE

SN EsE FpreflightZERAGATIE , BRLIAFD

Access-Control-Max-Age SR - 2R

Nl

=5

OPTIONS /testobject HTTP/1.1

Host: oss-example.oss-cn-hangzhou.aliyuncs.com
Date: Fri, 24 Feb 2012 05:45:34 GMT
Origin:http://www.example.com
Access-Control-Request-Method:PUT
Access-Control-Request-Headers:x-oss-test

REFRG :

HTTP/1.1 200 OK

x-oss-request-id: 5051845BC4689A033D0022BC

Date: Fri, 24 Feb 2012 05:45:34 GMT
Access-Control-Allow-Origin: http://www.example.com
Access-Control-Allow-Methods: PUT
Access-Control-Expose-Headers: x-oss-test
Connection: keep-alive

Content-Length: 0

Server: AliyunOSS
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F*FLiveChannelfiR/E

FRFRILAMERRTMPISOG EISREE LERIOSS | #fEnisEziiEIsd. £Ea1 , BFRaLEES
g—LiveChannel , LISRERS R AHER UL , BIFARHS RIS SEXIMAIAPL

BERTMPINY L SHSREE B RIE LA TR

- REefERRTMPHERNA T | ASIFILR.

- WRE AR . BITRENAH264,

- EREAEN , FERFAACKED, , EtiEERRAEER.
- BB RSTIFHLSHNY.

- —MLiveChannelFERt REEE— N E FimAEHETR.

k&

RTMPH#EZRHELEFZAN : rtmp://your-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel
EERFNA: rtmp://${bucket}.${host}/live/${channel}?${params}

- live ARTMPIY f9appZFR , OSSEIEfEAlive.

- params/IiERAISEL , IR SHTTPiERAIquery stringtBE , BIAZAN
" varA=valueA&varB=valueB “,

- BucketAcliFpublic-read-writeRt , #EmtIIFEESZ A RILIER ; £8755RMOSSHUrES | B
B-UMT ERRE | EX SR EREIRN.,

RTMPHEFRSTIFAIUr S

EA 115

FH%?EZFEEEEEI?:’\JE?BUSSZ#F%W , HEB=
) LiveChanneld I E,
playlistName EE  ERAIM3UuBETRIBASHIRN

" ${channel_name}/ "B,

eSS 2 RN

— N E SRR
: rtmp://${bucket}.${host}/live/${channel}?OSSAccessKeyld =xxx&Expires=yyy&Signature=zzz&${para

ms}
BHBR g
OSSAccessKeyld R [FIOSSHIHTTPE ERYACcessKeyld
Expires ISEARTIEIE |, AE=LRAEUnit timestamp
Signature BEFHE , EXSEAETTELE
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params Hit2# , FrENSHEFES S8R

SignaturefSITERINEIT :

base64(hmac-shal(AccessKeySecret,
+ Expires + "\n"
+ CanonicalizedParams
+ CanonicalizedResource))

2R A
CanonicalizedResource B9 “/BucketName/ChannelName”

EiRparam key=FEFHE" key:value\n” &R

ﬁ BISEWHEER , WRSEHANE0 |, APAX—IN
CanonicalizedParams SHERESSecurityToken,

OSSAccessKeyldfExpire LAz Signature,

B—/ param keyRggIl—Ix,

LiveChannel5##HStatus : enabledfdisabled , AP RILAERAAZEOEMFNStatus Z B TR, &F
disablediR7SAT , OSSEEIFAFMZLiveChannel B THERIRIE ; tNREAFEEMZLiveChanneliER , BB
LHERIIE P BEaHEF ( TeEB10sAGRIZER ) .

KIEE

PUT /ChannelName?live&status=NewStatus HTTP/1.1Date: GMT dateHost: BucketName.oss-cn-
hangzhou.aliyuncs.comAuthorization: SignatureValue

RS

EH i EEUE
tgzELiveChannelfdBx
NewsStatus Status. =

B%E : enabled. disabled

IO

1. BigBEEFigAEZLiveChannel#ERR , J@FPutLiveChannelEgtlELiveChannetBa] LUXEINE
StatustYB /Y,

2. BEZEPigEZLiveChannel#ERET , FoixiERPutLiveChannel&EgglELiveChannel , REE@EIEA
EO&K LiveChannelfiR7Z&AAdisabled,

123



XIGRIFE OSS APl &%

N
R

PUT /test-channel?live&status=disabled HTTP/1.1

Date: Thu, 25 Aug 2016 05:37:38 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjJHKOKWDWINLKXv:X/mBrSbkNoqM/JoAfRCOytyQ5pY=

RERA

HTTP/1.1 200

content-length: 0

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE8422B92475920B002030
date: Thu, 25 Aug 2016 05:37:39 GMT

B RTMPHMY_HEEMSTEGER , ©RTRAIZEORLIE—LiveChannel, ZZEORIREIRTMPHETTEE
ARSI NASRERtbE. AP A LAERREIRIEALHTHER. . 35, APALURIEZLiveChannel 143
RRARIEXRAVENE , NEAHERRE. EPfERICR. RIHERS.

BKEE

PUT /ChannelName?live HTTP/1.1

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Date: GMT date

Content-Length: Size

Authorization: SignatureValue

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description>ChannelDescription</Description>
<Status>ChannelStatus</Status>

<Target>

<Type>HLS</Type>
<FragDuration>FragDuration</FragDuration>
<FragCount>FragCount</FragCount>
<PlayListName>PlaylistName </PlayListName>
</Target>

</LiveChannelConfiguration>

B3k 2= (Reauest Elements)
SRR R EENE
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LiveChannelConfiguration

Description

Status

Target

Type

FragDuration

FragCount

PlaylistName

MWD

{®R#FLiveChannel it ERIAES.
KA AEE

F5m : Description,
Status, Target

AN

RER T

LiveChannelf9iEHAEE. , &K
12875,

KA FiFE

FHmR %

: LiveChannelConfiguration

fexELiveChannel IR,
KRB TR

FHmR %

R

: LiveChannelConfiguration
BE : enabled. disabled

R ERISR.

KA ;N5

FR : Type,
FragDuration, FragCount,
PlaylistName

Ve S= ==

X-ljl\\\
: LiveChannelConfiguration

IR R ERIREY,
KA WEFRFER
FOR: %
R/ : Target
BRE : HLS

LTypeAHLSET |, FEEE MY
IR (B : #0) |, BUEE
El79[1, 100]AZEEL,

KA TR

FORT

RT3 Target
LTypeSHLSHT , $EEM3u8X
Hh RSt , BUESE
El/9[1, 100]a9%E2%.

KA FEE

FOR%

R Target

HTypeIHLSHY , IEEERD
m3u83RYEFR , W7LA

" .m3u8” FER , KESBEA
[6, 128],

KA FEER

FER T

R : Target
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Py
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1. ChannelName/ifF&ObjectNamefIas 2RSS , B4 , ChannelNameFREERE" / “.
2. FragDurationflFragCounttIENAER BEREBRIEERN I 2L | EE THF— , WE—

MBS IIERE.
3. BEAESRAUNHLSEY , OSSREEME MSXHT | BHFm3us | m3u8NHHhRZE SR
FragCount/Ms3Z{4,

4. Bt HLSEY , BRIt X RISISEERT KA FragDurationfSERIRTIKIE , OSSRTEIT
BT REIMBIRHRIIRE T —ts34 ; WERmax(2*FragDuration, 60s)/R{5RIKEI F—1X#
i, OSSIEHITIHASIMH: | AT RIRES [FCHEANAT -RIR.

IR TTER

=R fiid

{R7ZCreateLiveChannelig k& ERAVZSEE,
KA . [EE

FT35 : PublishUrls,PlayUrls

RER T

Eﬁﬁiﬁﬂﬂmﬂ’%‘%&c
: KA AR
PublishUrls F - Url

AN

R : CreateLiveChannelResult

CreateLiveChannelResult

HERbE,

Url KA . FRFER
Fom T
R = : PublishUrls

(REHERHUAOSES,

KA . 758

Fe Ul

R : CreateLiveChannelResult

RERSE

Ul %7 - i
FHmR %
RT3 : PlayUrls

PlayUrls

Mo

1. #ERHIE 2R INEZHurl , A8 bucket acl3Fpublic-read-write , BBAREE S HHTE R A 80T
aial,
2. IRt 2R NNEEZ8url , @8R bucket aclAprivate , BFABEBLHITE R A 8EHITIAIE.

Ll

kAl
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PUT /test-channel?live HTTP/1.1

Date: Wed, 24 Aug 2016 11:11:28 GMT

Content-Length: 333

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:hvwOZJRh8toAj3DZvtsuPgf+agA=

<?xml version="1.0" encoding="utf-8"?>
<LiveChannelConfiguration>
<Description/>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>

</Target>

</LiveChannelConfiguration>

REH

HTTP/1.1 200

content-length: 259

server: AliyunOSS

X-0ss-server-time: 4

connection: close

x-0ss-request-id: 57BD8419B92475920B0002F1
date: Wed, 24 Aug 2016 11:11:28 GMT
x-0ss-bucket-storage-type: standard
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<CreateLiveChannelResult>

<PublishUrls>

<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/test-channel </Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/test-channel/playlist. n3u8 </Url>
</PlayUrls>

</CreateLiveChannelResult>

O Ak/viEELveChanne ERERR | IEERNBRABItSSUEER— M RIBRRERSIZE ( m3u8Xft
) o

BKEE

POST /ChannelName/PlaylistName?vod&endTime=EndTime&startTime=StartTime HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com

Authorization: SignatureValue
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AP &%

iBRSH
i

ChannelName
PlaylistName
StartTime

EndTime

Mo

HHid

ExELiveChannel&%R , i%
LiveChanneliA/RTF7E.

TEEE PR I IBIG I RAIETR
 WRLL “.m3u8” R

IEEEAtsXHRTEEIARTIE] | 1
L AUnix timestamp,

IEEEIRtSSFRIZRIERTIE | 1%
z{AUnix timestamp,

1. EndTimeiAF StartTime , BRfEEEARGEATFIR.

2. OSSeEFEERT B EEINAIFT A ZLiveChanne MERARAItS XY , FHEEHER

Nl
kbl

= ASE
BaEVE
=
E
=
E=
=
=
=
=

NEGIZR.

POST /test-channel/vod.m3u8?vod&endTime=1472020226&startTime=1472020031 HTTP/1.1

Date: Thu, 25 Aug 2016 07:13:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:ABIligvnLtCHK+7fMHLeRIOUnzv0=

REH

HTTP/1.1 200

content-length: 0
server: AliyunOSS
connection: close

etag: "9C6104DD9CF1A0C4D0OCFD21F43905D59"
x-oss-request-id: 57BE9A96B92475920B002359

date: Thu, 25 Aug 2016 07:13:26 GMT

AiEOAEEEEELiveChannel (UHERIRSS A,

ESREE
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GET /ChannelName?live&comp=stat HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WRLTTER

BIR

LiveChannelStat

Status

ConnnectedTime

RemoteAddr

Video

Width

Heigth

FrameRate

Bandwidth

129

70

{F1FEGetLiveChannelStatiR[A1Z5ERRIZSEE,
KA Z5E8

?%I\\\

: Status , ConnectedTime , Video , Audio
REm I

LiveChannel ZRIRIHEFIAE A,
KB EEFTER

TR %

AN

R A : LiveChannelStat
B%E : Disabled , Live , Idle

ZStatus ALiveRT , FAHBIEFiniaE RS
i8] , {FRISO860 18R

KA . 2FER

FER %

LA : LiveChannelStat

ZStatusLivel , FRZHREHERE P imAYipithit

KA R
Fom T
Ve S= = =

R A : LiveChannelStat

X Status ALivelt , (REATRIEE S,

KA . Ree

FHR

: Width , Heigth , FrameRate , Bandwidth , C
odec

R A : LiveChannelStat

FREFWBTRIIEESE (B %K) .
KA TR
Fom T

AN

LA : Video

FREBHBIANEESE (B &X).
KA TR
FPrR

AN+

R A : Video

FRHERISTRAINER,
KA =GB

FoR T

R : Video

FRLFISTRAYAEER (B @ B/s).
KA FIEER

Fom T

R : Video
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TR RSB,

A . KEEFRER
Codec S
Fom T

LA : Video

Statuslivelt , (RIFESTARISRIIEE,
KA A8
T/ : SampleRate , Bandwidth , Codec

AN

R = : LiveChannelStat

FRERIESURARIEER,
KA S

FoR T

R : Audio

RRERIESURAYIEER ( B : B/s),
S - .—t—./r/r$
Bandwidth ==y
FoE T
LA Audio

E NI =P i N e =
KA MR

Codec ==
FER T

AN+

LR A : Audio

Audio

SampleRate

MO

1. Video , AudioFg8REEStatus ALiveld A 4iRE] , {BStatusLiveRIA—ESIRE]
Video , AudioZSE8 , a0 , BFiRE&iERES LiveChannel , {BiR A ESISTEGERN ASIRE,
2. Bandwidth AS /A e —EREERAITE9R8E | LiveChannel QIBHEZILivelR7ShT |, iR([E]
AIBandwidth{ERTEEAO,

<l
BB

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:22:01 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:fOzwkAgVTVSO1VKLPIInQOJYyOA=

REAI

HTTP/1.1 200

content-length: 100

server: AliyunOSS

connection: close

x-oss-request-id: 57BESE89B92475920B002164
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date: Thu, 25 Aug 2016 06:22:01 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>
<Status>Idle</Status>
</LiveChannelStat>

ARG

GET /test-channel?live&comp=stat HTTP/1.1

Date: Thu, 25 Aug 2016 06:25:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:WeC5joEaRzfSSS8xK0tlo7WTK1I=

R Bl

HTTP/1.1 200

content-length: 469

server: AliyunOSS

connection: close

x-0ss-request-id: 57BE8F56B92475920B002187
date: Thu, 25 Aug 2016 06:25:26 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelStat>

<Status>Live</Status>
<ConnectedTime>2016-08-25T06:25:15.000Z</ConnectedTime>
<RemoteAddr>10.1.2.3:47745</RemoteAddr>
<Video>

<Width>1280</Width>
<Height>536</Height>
<FrameRate>24</FrameRate>
<Bandwidth>0</Bandwidth>
<Codec>H264</Codec>

</Video>

<Audio>

<Bandwidth>0</Bandwidth>
<SampleRate>44100</SampleRate>
<Codec>ADPCM</Codec>

</Audio>

</LiveChannelStat>

AEORRSABYEELiveChannel(IECE(EE.

iEskiEk
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GET /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WRLTTER

BIR 70

{R1FGetLiveChannellnfolRBI4Z5RIVAEE.
KA NEE

FT5 = : Description, Status, Target
R T

LiveChannelgSiiA = 2.
KA TR

LiveChannelConfiguration

Description

FER T
RT5 : LiveChannelConfiguration
LiveChannelfIRER.
KA MEFRFER

Status FORT
RT3/ : LiveChannelConfiguration
BXE : enabled. disabled
frfFLiveChannel#EfEEC BRI =R,
HKE . [eg

Target FT5m : Type, FragDuration, FragCount,
PlaylistName
R/ : LiveChannelConfiguration

HTypeIHLSHEY , EEHERBTRRE S4B,
KA EFRER
Type FHE T
R/ : Target
BXYE : HLS

ZType/SHLSEY |, $EEE MSIHRIATHS ( BBfL
).
FragDuration KB FFER
FORT
RT3 Target

;_—H:ijpe?SJHLSE? , BBEM3u8IFFE Ets 4R

8
FragCount K - =%
FER %
R : Target
LTypeIHLSHT , $EELERAIM3UBIIIHAIERR,
i KB FRFER
PlaylistName e gt

R Target

Mo
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TargetfFT5 mFragDuration , FragCount , PlaylistName RBE X TypeBUENHLSE A <ik[E,

Nl
Rl

GET /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 05:52:40 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:D6bDCRXKht58hin1BL83wxyGvl0=

REA

HTTP/1.1 200

content-length: 475

server: AliyunOSS

connection: close

x-oss-request-id: 57BE87A8B92475920B002098
date: Thu, 25 Aug 2016 05:52:40 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LiveChannelConfiguration>
<Description> </Description>
<Status>enabled</Status>

<Target>

<Type>HLS</Type>
<FragDuration>2</FragDuration>
<FragCount>3</FragCount>
<PlaylistName>playlist. n3u8</PlaylistName>
</Target>

</LiveChannelConfiguration>

AEOASEFRFEELiveChannel (UHERIC R,
== SMEY
IEZQh: lf

GET /ChannelName?live&comp=history HTTP/1.1
Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

i A7 7T 35

BIR 1%
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LiveChannelHistory

LiveRecord

StartTime

{#7FGetLiveChannelHistoryiR[EI45ERAIZS 28,
KA ;2588

F15 4 : LiveRecord

REM T

RERERICRERSES.

KA NER

FT5 e : StartTime , EndTime , RemoteAddr
R M : LiveChannelHistory

HERFFIRRTE) |, EAISO8601EF .
KA FEEB

FoR T

R A : LiveRecord

HETREESRATA) , (EFAISO8601H8T .

}.{;:FIJ . r—‘—|/f/i‘$
EndTime == FH
Fom T

AN

R E : LiveRecord

HERE FimATipithit,

KB FRFE
R A ==
emoteAddr R

AN

TR LiveRecord

= /\
Mo
BHaieZ4aREEELveChannel I 10 R ERICS.

AN
Rl

GET /test-channel?live&comp=history HTTP/1.1

Date: Thu, 25 Aug 2016 07:00:12 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:pqgDBP8JXTXAytBoXpvNoZfo68k=

REISEH

HTTP/1.1 200

content-length: 1892

server: AliyunOSS

connection: close

x-oss-request-id: 57BE977CB92475920B0022FB
date: Thu, 25 Aug 2016 07:00:12 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
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<LiveChannelHistory>

<LiveRecord>

<StartTime>2016-07-30T01:53:21.000Z </StartTime >
<EndTime>2016-07-30T01:53:31.000Z</EndTime>
<RemoteAddr>10.101.194.148:56861 </RemoteAddr>
</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:53:35.000Z </StartTime>
<EndTime>2016-07-30T01:53:45.000Z</EndTime>
<RemoteAddr>10.101.194.148:57126 </RemoteAddr>
</LiveRecord>

<LiveRecord>
<StartTime>2016-07-30T01:53:49.000Z < /StartTime>
<EndTime>2016-07-30T01:53:59.000Z</EndTime>
<RemoteAddr>10.101.194.148:57577 </RemoteAddr>
</LiveRecord>

<LiveRecord>

<StartTime>2016-07-30T01:54:04.000Z </StartTime >
<EndTime>2016-07-30T01:54:14.000Z</EndTime>
<RemoteAddr>10.101.194.148:57632 </RemoteAddr>
</LiveRecord>

</LiveChannelHistory>

KIS

GET /?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

iBRSH
i ik

marker

RELER MmarkerZ [GiFH
HEFRSE— M FHRIRE],

RELMRELiveChannel i95

max-keys
1000,

K, NRRNEE , A
100 , max-keysEUBEARBERT

FRERERILiveChannel 5L

prefix

i A7 7T 35

EA

prefix{EABIZR. iF=(FA
prefixEifRY , REIAkeyH1
288 prefix,

115
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ListLiveChannelResult

Prefix

Marker

MaxKeys

IsTruncated

NextMarker

LiveChannel

Name

Description

Status

LastModified

136

{RiZListLiveChanneiE5 k45 RIS ER,

HKA . REe

: Prefix , Marker , MaxKeys , IsTruncated , N
extMarker , LiveChannel

RER T

RREHERFFIREIS.

KR 58

Fom T

R ListLiveChannelResult

Ak ListLiveChannelggi2sa.

KA FIFER

Fom T

LT/ : ListLiveChannelResult
MRAEK PR EIERORAZE.

KA FEGEB

Fom T

R : ListLiveChannelResult

ISR EFIENEREESIRE ; "true” T
RREERAIEEER ; "false” BRARELIR
BT £EPER.

KA FIEER

FER T

R /A : ListLiveChannelResult

WMRAFRGEREEEPER |, MAEKPEER
NextMarkerstE , BB REEEE FRiEKAY
Marker{&,

KA FER

FER %

R : ListLiveChannelResult

RFIREE LiveChanne(ERHIE=E,

A . 88

TR

: Name , Description , Status , LastModified
, PublishUrls , PlayUrls

RT3 : ListLiveChannelResult

LiveChannelf9&7FR.
i It
FER %

RFH : LiveChannel

LiveChannelfJiEiA,
KA TR
Fom T

AN+

R¥E : LiveChannel

LiveChannelfIkzs,
KR EFRER
FPR T

Q-H—

T : LiveChannel
BRE : disabled , enabled

LiveChannelBtBERVER/SIEIATE , FF
ISO86011&FK~.
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KA TR
FER T
AN

R¥E : LiveChannel

{RfFLiveChannelXg AR IELAYZS RS,

KA - 5N
PublishUrls FHA Ul

AN

R R LiveChannel

LiveChannel3d a9zt

Url KA AR
-
Fom %

RF54 : PublishUrls

{RiFLiveChannel3I R AYERIBUEAYZS S,
it NE
FHm Ul
R/ : LiveChannel
LiveChannel3d Rz AHEHUtLLL
Url KA FIEE

Fom T

R/ : PlayUrls

PlayUrls

N
iGNl

GET /?live&max-keys=1 HTTP/1.1

Date: Thu, 25 Aug 2016 07:50:09 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJJHKOKWDWINLKXv:TaX+tlc/Xsgpz6uRuqcbmUJsIHw=

RERA

HTTP/1.1 200

content-length: 656

server: AliyunOSS

connection: close

x-0ss-request-id: 57BEA331B92475920B00245E
date: Thu, 25 Aug 2016 07:50:09 GMT
content-type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<ListLiveChannelResult>

<Prefix> </Prefix>

<Marker> </Marker>
<MaxKeys>1</MaxKeys>
<IsTruncated>true</IsTruncated>
<NextMarker>channel-0</NextMarker>
<LiveChannel>
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<Name>channel-0</Name>

<Description> </Description>

<Status>disabled </Status>

<LastModified>2016-07-30T01:54:21.000Z </LastModified >

<PublishUrls>
<Url>rtmp://test-bucket.oss-cn-hangzhou.aliyuncs.com/live/channel-0</Url>
</PublishUrls>

<PlayUrls>
<Url>http://test-bucket.oss-cn-hangzhou.aliyuncs.com/channel-0/playlist. m3u8 </Url>
</PlayUrls>

</LiveChannel>

RO BkRMpbRiEERILiveChannel,
BREE

DELETE /ChannelName?live HTTP/1.1

Date: GMT date

Host: BucketName.oss-cn-hangzhou.aliyuncs.com
Authorization: SignatureValue

WD

1. ZBEEFiREERLiveChannelfERRS , BIFRERESKM,
2.8, AEORSMERLiveChannel XS | R MIBREERERAISL

il

PGl

DELETE /test-channel?live HTTP/1.1

Date: Thu, 25 Aug 2016 07:32:26 GMT

Host: test-bucket.oss-cn-hangzhou.aliyuncs.com

Authorization: OSS YJjHKOKWDWINLKXv:ZbfvQ3XwmYEE8O9CX8kwVQYNbzQ=

iR [E)761

HTTP/1.1 204

content-length: 0

server: AliyunOSS

connection: close

x-oss-request-id: 57BE9F0AB92475920B0023E0
date: Thu, 25 Aug 2016 07:32:26 GMT
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OSSHYtEIRNm AL

ZAFERIOSSHIMEIRAT , OSSRIRELEAFENAERBIERES  FTRFEMRE , FHEHEZRY
LISLR

OSSHYSEIRNIMART,

HRFEIEOSSHEERT , OSSHIREILSFAF— M EIERI3XX , 4xxEE SXxHIHTTPIRZSAT ; LAR—1
application/xmit&LASE R,

SR MR B A F -

<?xml version="1.0" ?>

<Error xmlns=""http://doc.oss-cn-hangzhou.aliyuncs.com” >
<Code>

AccessDenied

</Code>

<Message>

Query-string authentication requires the Signature, Expires and OSSAccessKeyld parameters
</Message>

<Requestld>

1D842BC5425544BB

</Requestld >

<Hostld>

oss-cn-hangzhou.aliyuncs.com

</Hostld>

</Error>

FTEfERAGERBAPEEELUTILIANTTE -
- Code : OSSIR[EI4EFFRYSEIRS.
- Message : OSSZAHHASIFMIBIRIZR.
- Requestld : FAFME—HRAIZRIBEKRAIUVUID ; HRTTEBRIDAES , JLAEXMRequestldEiFk
OSSF A& TH2)MAYESAf.
- Hostld : FAF#mRIGIRIIOSSELRY | SRFIEKATEANHost—EL,

HAARERERTRBESREMERNEANE.

OSSHItEIRS

OSSHYfEIRADFIFRINT :
e i HTTPIRZSRS izl
. . RENHBRESENR
AccessDenied ¥a4ai(a) 403 R e
BucketAlreadyExists BucketB&&FE 409 Slrjec?(tei?\luacrl:](ztéiggﬂ
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BucketNotEmpty

CallbackFailed

EntityToolLarge

EntityTooSmall

FieldltemToolLong

FilePartInterity

FilePartNotExist

FilePartStale

IncorrectNumberOfF
ilesinPOSTRequest

InvalidArgument

InvalidAccessKeyld

InvalidBucketName

InvalidDigest

InvalidEncryptionAlg

orithmError

InvalidObjectName

BucketF~Hzs

HAEREIER

SEUNUDN

SCRIT /N
PostiEsk R Rl
X

X{4PartB 3
N {4Part A MFE
S A4Partighy

PostiERAF 41NN
E[S73

SHIRIEIR
AccessKeyld A~ F7E

FoxaHIBucketZF

o HIHE
IEERmAS IR
FRIR

FToBHIObjectZF

140

409

203

400

400

400

400

400

400

400

400

403

400

400

400

400

B, BEEHN
BucketName

DeleteBucketgii&st
MIBRSASEFOAR TR A >
ALEEES

RRENARFSSE L&
[EEER M HERR

PostigskiBRIKER
i$ 5GB , [RR KRS
=5 EPostObjects
RNHEE

PostiIEXEEIKEX
=, HRiE55E
PostObjectEi2 R HE
="
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- ossftp
- ossutil

OSSASZRHHIRIE

INERINEIAOSSA SRR ERINIERENFIR | iX[E405 Method Not Allowedi&ix,

HHRAERTG :

ABC /1.txt HTTP/1.1

Host: bucketname.oss-cn-shanghai.aliyuncs.com
Date: Thu, 11 Aug 2016 03:53:40 GMT
Authorization: signatureValue

RERRG :

HTTP/1.1 405 Method Not Allowed

Server: AliyunOSS

Date: Thu, 11 Aug 2016 03:53:44 GMT
Content-Type: application/xml

Content-Length: 338

Connection: keep-alive

x-0ss-request-id: 57ABF6C8BC4D25D86CBASADE
Allow: GET DELETE HEAD PUT POST OPTIONS

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>MethodNotAllowed </Code>

<Message>The specified method is not allowed against this resource.</Message>
<Requestld>57ABF6C8BC4D25D86CBASADE </Requestld >
<Hostld>bucketname.oss-cn-shanghai.aliyuncs.com</Hostld >
<Method>abc</Method>

<ResourceType>Bucket</ResourceType>

</Error>

R NRIFIRIRIEE /bucket/ , ResourceTypelrizbucket , MIRIFAEIER
/bucket/object , ResourceTypelriZobject,

OSSER{ESTRHESHASTHFHR(E

SNRIEOSSEIERRIEF |, IRINT OSSASHFHISEL ( HIAIFEPUTHIESR , JOAIf-Modified-SinceS#§
) . OSS£i&[A]400 Bad Requestigiz

PRI -

PUT /abc.zip HTTP/1.1
Host: bucketname.oss-cn-shanghai.aliyuncs.com
Accept: */*
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Date: Thu, 11 Aug 2016 01:44:50 GMT
If-Modified-Since: Thu, 11 Aug 2016 01:43:51 GMT
Content-Length: 363

REFRG :

HTTP/1.1 400 Bad Request

Server: AliyunOSS

Date: Thu, 11 Aug 2016 01:44:54 GMT

Content-Type: application/xml

Content-Length: 322

Connection: keep-alive

x-oss-request-id: 57ABD896CCB80C366955187E
x-0ss-server-time: 0

<?xml version="1.0" encoding="UTF-8"?>

<Error>

<Code>NotImplemented </Code>

<Message>A header you provided implies functionality that is not implemented.</Message >
<Requestld>57ABD896CCB80C366955187E </Requestld >
<Hostld>bucketname.oss-cn-shanghai.aliyuncs.com</Hostld >
<Header>If-Modified-Since </Header>

</Error>
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